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“COOPERATION” UNDER THE FEDERAL RULES:
AN OVERVIEW

By
Ronald J. Hedges

INTRODUCTION. The concept of cooperation underlies
the Federal Rules of Civil Procedure. Although cooperation

took on new meaning with the so-called “e-discovery”
amendments of the Rules effective December 1, 2006, the
Rules have long required that parties talk with each other
before major litigation events. These requirements, intended
to foster the efficient management of civil actions and
minimize motion practice, are described in summary form
below.

RULE 26(f}). This is commonly known as the “meet-and-

confer” rule. It requires parties in most categories of civil
actions to confer before the Rule 16{b) initial scheduling
conference with the Court {Rule 26({f}{1)) and to develop a
discovery plan (Rule 26{f}{2)) that addresses, at a minimum,
the matters set forth in Rule 26(f}{2) and (3}). A number of



district courts have focal rules or practices that supplement
- the matters to be addressed, particularly those involving
discovery of electronically stored information {“ESI”).

Although Rule 26(f) was expanded to address discovery
of ESl in the 2006 amendments, the obligation to meet-and-
confer first appeared in 1993 amendments. See Advisory
Committee Note to 1993 Amendment to Rule 26(f). The Rule
was further amended in 2000 to provide that a in-person
meeting was not required in all instances: “There are
important benefits to face-to-face discussion of the topics to
be covered in the conference, and these benefits may be lost
if other means of conferring were rout'inely used when face-
to-face meetings would not impose burdens. Nevertheless,
geographic conditions in some districts may exact costs far out
of proportion to these benefits.” Advisory Committee Note to
2000 Amendment to Rule 26(f).

Rule 26(c). This Rule addresses protective orders in

discovery disputes. Any motion for a protective order must
include “a certification that the movant has in good faith
conferred or attempted to confer with other atfected parties
in an effort to resolve the dispuie without court action.” Rule
26{(c)(1).This language was added in 1993: “The revision
requires that ... the movant must confer—either in person or



by telephone-—with the other affected parties in a good faith
effort to resolve the discovery dispute without court
intervention. If the movant is unable to get opposing parties
even to discuss the matter, the efforts in attempting to
arrange such a conference should be indicated in the
certificate.” Advisory Committee Note to 1993 Amendment to
Rule 26(c).

Rule 37(a). This Rule is a counterpart to Rule 26(c). Rule

37(a)(1) requires that, when a motion to compel Rule 26(a)
disclosures or discovery is made, the moving party must
include a certification that it has “in good faith conferred or
attempted to confer with the person or party failing to make
disclosure or discovery in an effort to obtain it without court
action.” This language was also added in 1993. See Advisory
Committee Note to 1993 Amendment to Rule 37{a).

Conclusion. The Rules have long required parties to

confer before three major litigation events: (1) Submission of
a discovery plan, (2) motion practice for protective orders, and
(3) motion practice for orders compelling discovery. Parties
must confer to enable active case management along lines
suggested by the parties themselves and to minimize or



eliminate sometimes disruptive motion practice. This duty to
confer will be considered in this program.

{For a broader discussion of cooperation in civil litigation,
see The Sedona Conference Cooperation Proclamation,
available at www.thesedonaconference.org)

(rev. July 2011)



“PROPORTIONALITY” UNDER THE FEDERAL RULES:
AN OVERVIEW

By
Ronald J. Hedges

INTRODUCTION. The concept of proportionality
underlies the Federal Rules of Civil Procedure (“Rules”).

Proportionality may be explicit in some of the Rules, but is
implied throughout. Proportionality addresses litigation

| conduct, including making and responding to discovery
requests, ethical behavior, and the award of sanctions. This
short paper will look at the Rules.

RULE 1. Rule 1 provides that the Rules “should be
construed and administered to secure the just, speedy, and
inexpensive determination of every action and proceeding.”
The words, “and administered,” were added in 1993. The
revision was intended to, “recognize the affirmative duty of
the court to exercise the authority conferred by these rules to
ensure that civil litigation is resolved not only fairly, but also
without undue cost or delay. As officers of the court, attorneys
share this responsibility with the judge to whom the case is
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assigned.” Advisory Committee Noie to 1993 Amendment o
Rule 1 {emphasis added). Rule 1 thus imposes an obligation on
the Bench and the Bar to take affirmative steps 1o resolve
litigation in a “proportional” manner, taking into
consideration fairness and costs.

RULE 26(b)(1). This Rule establishes the scope of
discovery in federal civil litigation. In a sense, it bifurcates

discovery. First, “[p]arties may obtain discovery regarding any
nonprivileged matter that is relevant to any party’s claim or
defense.” Second, for good cause shown, “the court may
order discovery of any matter relevant to the subject matter
involved in the action.” That bifurcation is an invitation to
courts and attorneys to strive for proportionality in discovery
by limiting the subjects of discovery. However, under either
standard, Rule 26({b)(1) explicitly recognizes proportionality:
“All discovery is subject to the limitations imposed by Rule
26(b)(2)}{C).” Rule 26{b})(2)(C) is the “proportionality rule.”

RULE 26(b}(2)(B). This Rule, adopted as part of the
electronic discovery amendments in 2006, again makes

explicit reference to the proportionality rule. Rule 26{b){(2){B),
building on the Zubulake decisions, established the concept of
"not reasonably accessible” sources of electronically stored
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information or “ESL.” In the first instance, discovery may not
be had from sources of ESI that are not reasonably accessible
“because of undue burden or cost.” However, assuming that
undue burden or cost is shown, “the court may nevertheless
order discovery from such sources if the reguesting party
shows good cause, considering the limitations of Rule
26(b)(2}{C]. The court may specify conditions for the
discovery.” (emphasis added).

Again, proportionality operates on several levels in this
Rule. First, considerations of cost and delay make certain
sources of ESI presumptively not subject to discovery, thus
conserving party resources. Second, if a court finds good cause
to allow discovery from such sources, the court looks to the
proportionality rule to determine what discovery should be
‘had and under what conditions.

RULE 26(b)(2)(C). This is the proportionality rule,
Unfortunately, as has been observed on more than one

occasion, it may be the most underutilized of the Rules: “The
Committee has been told repeatedly that courts have not
implemented these limitations with the vigor that was
contemplated.” GAP Report to 2000 Amendment to Rule
26(b)(1). Presumably, as the Bench and the Bar confronts
issues of, among other things, the volume and complexity of
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electronic discovery, the Rule will be featured more often in
arguments and rulings.

Rule 26{b)(2)(C) provides that, on a party’s motion or on
its own initiative, “the court must limit the frequency or
extent of discovery otherwise allowed by these rules or by
local rule if it determines” that one or more of three

conditions are met. These conditions are:

“the discovery sought is unreasonably cumulative or
duplicative, or can be obtained from some other source that is

more convenient, less burdensome, or less expensive.” Rule
26(b)(2)(C)(i).

“the party seeking discovery has had ample opportunity

to obtain the information by discovery in the action.” Rule
26(b)(2)(C)(ii).

“the burden or expense of the proposed discovery
outweighs its likely benefit, considering the needs of the case,
the amount in controversy, the party’s resources, the
importance of the issues at stake in the action, and the

importance of the discovery in resolving the issues.” Rule
26(b)}{(2)(C)(iii).

Each of these conditions calls for some analysis of
proportionality.



Rule 26(c). Rule 26(c) addresses protective orders. Again,

in a sense, it addresses proportionality at several levels. First,
the Rule provides that no motion may be made unless the
moving party certifies that it has “in good faith conferred or
attempted to confer with other affected parties to resolve the
dispute without court action.” Rule 26(c) thus attempts to
conserve the resources of the parties and the courts and
further the goals of Rule 1.

Assuming a motion is made, Rule 26(c) provides that,
“It]he court may, for good cause, issue an order to protect a
party or person from annoyance, embarrassment, oppression,
or undue burden or expense.” Among other things, Rule 26(c)
orders may, for example, bar Rule 26(a)(1) disclosures or
discovery, specify the time and place of discovery, and forbid
discovery into certain matters. Rule 26(c) thus affords
considerable discretion to judges to, in effect, impose
proportionality on parties.

Rule 26{g). Rule 26(g) is the discovery counterpart of
Rule 11, both of which address the effect of attorneys’
signatures. Rule 26(g)(1) provides that every disclosure, “and

every discovery request, response, or objection must be
signed by at least one attorney of record... .” Moreover, “[bly
signing, an attorney ... certifies that to the best of the person’s



knowledge, information, and belief formed after a reasonable
inquiry” certain implied representations are correct. One of
these representations is that discovery requests, responses, or
objections are “neither unreasonable nor unduly burdensome
or expensive, considering the needs of the case, prior
discouefy in the case, the amount in controversy, and the
importance of the issues at stake in the action.” Rule

26(g)(B)(iii).

The 1983 Advisory Committee Note explains the purpose
of this Rule. It “imposes an affirmative duty to engage in
pretrial discovery in a responsible manner that is consistent
with the spirit and purposes of Rules 26 through 37.”
Moreover, Rule 26(g) “is designed to curb discovery abuse by
explicitly encouraging the imposition of sanctions.” It provides
“a deterrent to both excessive discovery and evasion by
imposing a certification requirement that obliges each
attorney to stop and think about the legitimacy of a discovery
request, a response thereto, or an objection.” Advisory
Committee Note to 1983 Amendment to Rule 26(qg).

As with the Rules described here, Rule 26{g) addresses
proportionality on several levels, First, it is self-executing: it
requires an attorney to “stop and think” before engaging in an
act related to discovery and affixing his signature to a
document. Second, it empowers courts to address whether



discovery requests, responses, or objections are intended to
increase cost and delay or are unreasonably burdensome or
expensive, taking into account factors similar to those
described in the proportionality rule. Mancia v.
ViayflowerTextile Servs. Co., 253 F.R.D. 354 {D. Md. 2008),
demonstrates the potential utility of Rule 26{g) to achieve
proportionality.

Conclusion. The Rules encourage proportionality

considerations by both the Bench and the Bar. How these
considerations are applied in practice will be considered at
this program.

(For a broader discussion of proportionality in civil
litigation, see The Sedona Conference® Commentary on
Proportionality in Electronic Discovery, available at
www.thesedonaconference.org)

{rev. July 2011)



FETHICAL ISSUES FOR ATTORNEYS IN
ELECTRONIC DISCOVERY

By
Ronald J. Hedges©

INTRODUCTION

How does one begin to write about ethical issues for attorneys with
regard to electronic discovery (“e-discovery”)? Actually, where to begin
is rather simple and can be summarized in one word: competence.

The Federal Rules of Civil Procedure (“Rule” or “Rules”) and the
Model Rules of Professional Conduct (“RPC”) provide the basis for
ethical conduct in litigation in federal courts. At least in theory, these
drive litigation toward trial. However, civil trials are increasingly rare
across the United States District Courts and ethical issues often are
played out in the context of discovery as the precursor to settlement or
summary disposition.



THE RULES

Which Rules might implicate ethical obligations? Rule | 1s a good
place to begin: Declaratory in nature, it provides that the Rules “should
be construed and administered to secure the just, speedy, and
inexpensive determination of every action and proceeding,” Rule |
imposcs obligations on judges and attorneys to avoid unduc delay and
cost, factors often cited as being “left behind” in e-discovery.

Rule 26(1), the “meet-and-conter” rule, also comes into play. Rule
26(f) requires, in most civil actions, that parties confer before the
commeneement of discovery and an analogous Rule 16{b) conlerence
with the court, and discuss a number of issues, including “preserving
clectronic information” (Rule 26(1)(2)), “disclosure or discovery of
clectronically stored information, including the form or forms in which it
should be produced” (Rule 26(0)(H(BYC)), and “claims of privilege or
of protection of protection as trial-preparation materials” (Rule
26(H)(3)(D)). At the least, Rule 26(f) requires good faith discussion
between adversarics on issues that implicate e-discovery.

Rule 26(b)(2)(C) is the “proporticnality” rule. Although directed
toward the issuance of orders, Rule 26(b)(2)(C) speaks of the obligations
of attorneys to, among other things, avoid discovery that is
“unreasonably cumulative or duplicative, or can be obtained from some
other source that is more convenient, less burdensome, or less
expensive.” Rule 26(b)(2)(C){(1). Again, this Rule rellects obligations of
attorneys to act reasonably and to work in good faith with adversaries.



Indeed, whenever a discovery-related motion is made, the moving party
must cerfily that the parties have conferred in a good faith attempt to
avoid the need for the motion. Rules 26(c)(1), 37(a)(1).

Iinally, look to the explicit obligations imposed on attorneys by
Rule 26(p)(1) whenever a Rule 26(a)(1) disclosure is made or a
discovery request, response, or objection is made. As to the latter, an
attorney’s signaturc is deemed to be a certification that the attorncy has
not acted in any manncr that would warrant the issuance of an order
under Rule 26(b)(2)(C). Rule 26{(g)(1)(B)(i-iii}.

TIHE RPCs

RPC 1.1 provides that, “[a] lawyer shall provide competent
representation to a client. Competent representation requires the legal
knowledge, skill, thoroughness and preparation rcasonably necessary for
the representation.” Clearly, with the pervasiveness of cleetronically
stored information (“ESI”) in our society, onc would be hard-pressed to
argue that “compctence” does not require attorneys to familiarize
themselves with their clients’ BSI to at least some degree and be
prepared to understand how to request, produce, and use ST in
litigation, 1including what should be done by an attorncy when an
adversary offers to forcgo any discovery of IiS1.

Familiarity with clectronic discovery is, indeed, presumed today.
As noted above, Rule 26(f) requires attorneys to discuss subjects dircetly
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related to ESI, including preservation, form or forms of production, and
protection of attorney-client privilege and work-product protection (as
do a number of local rules, which might require discussion of more
subjects and in greater detail). No attorney can afford to participate in
any meaningful mect-and-confer without knowledge of e-discovery.

THE DUTY OF COMPETENCE

What can go wrong, even when an attorney attempts in good faith
to confer with her adversary and reach agreement, for example, on a
search protocol? In re Fannie Mae Securities Litigation, 552 F.3d 814
(D.C. Cir. 2009), provides a good example. In Fannie Mae, a
government oversight agency had been subpoenaed to produce certain
ESI. After various proceedings, the agency agreed with the party that
issued the subpoena to produce documents from backup tapes and to use
search terms provided by the party, which led to the identification of
some 660,000 documents. In its attempt to comply with a production
deadline imposed by the court, the agency retained 50 contract attorneys,
expended over 9% of its annual budget, and still could not comply on
time. The court found that the agency’s efforts were “not only legally
ingsufficient, but too little too late,” and held the agency in contempt.
That contempt was affirmed on appeal.

Where does competence enter into this sad story? It appears that
the agency’s attorneys had an inadequate grasp of what the agency had
agreed to do and whether the agency was capable of meeting the



deadline on time. Competence requires comprehension of the cost, time,
and burden of what one has agreed to do and knowledge of whether it
can be accomplished by an agreed-on deadline,

Competence aside, the Model Rules also require attorneys to act in
a certain manner in proceedings. RPC 3.4(d) provides that, “in pretrial
procedure, [an attorney may not] make a frivolous discovery request or
fail to make reasonably diligent effort to comply with a legally proper
discovery request by an opposing patty.” This ethical prohibition is itself
reflected in Rule 26{g)(1)(B)(iii), which requires an attorney to cettify
that any discovery request or response 1s ‘“neither unreasonable nor
unduly burdensome or expensive, considering the needs of the case,
prior discovery in the case, the amount in controversy, and the
importance of the issues at stake in the action.” New life was breathed
into this rule by Mancia v.Mayflower Textile Serv. Co., 253 FER.D. 354
(D. Md. 2008), in which the court cautioned that cooperation among
adversary counsel 1s a professional obligation. See, with regard to
cooperation, The Sedona Cooperation Proclamation, available at
thesedonaconference.org.

Ethical issues may also arise in the context of the scarch for ESI.
For example, does an attorney have an obligation to “educate” an
adversary who is unfamiliar with e-discovery or who proposes
inadequate search terms? Should an attorney advise her adversary if the
adversaty’s proposed search terms would “miss” plainly relevant ESI?
What, if anything, should an attorney do if agreed-on secarch terms fail to
capture what the attorney knows to be a document harmful to her case?
How far should an attorney go in educating her adversary about the
electronic systems of her client?



THE TRANSMISSION AND RECEIPT OF ES

Ethical obligations may also cmerge from the receipt of ESL This
article will not delve into problems that can arise from the transmission
of 151 outside of the context of litigation. I'or example, the ethics rules
of various jurisdictions hold that it is uncthical for 4 receiving atforney
to “mine” TIST for hidden information. Because jurisdictions vary on
whether mining is unethical, it is important to research the ethical rules
applicable to a particular jurisdiction. For a compilation of ethics
opinion from the States, see, e.g., “Metadata Ethics Opinions Around the
U.S., ABA Tegal Tech. Resource Ctr., available at

www.americanbar.org/.../charts fyis/ (last visited Mar. 27, 2011).

Similarly, ethical dutics may be imposed on an attorney to advise
an adversary 1f the latter inadvertently produces privileged information
in the context of litigation. In the United States courts, Rule 26(b)(5)(B)
imposes certain obligations on the receiving altorney when his adversary
advises that there has been an inadvertent production of privileged
matcrial. Underlying all these considerations, of course, is RPC 1.6(a),
which states that, “Ta] lawyer shall not reveal information relating to the
representalion of a client unless the client gives informed conscent ... .”
A related issue is what steps an attorney must take to retrieve all
“copics” of IIST that his adversary inadvertently produced and which the

attorney has distributed by electronic means. See M.R. Grossman & R.J.
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tedges, “Do the Federal Rules Provide for Clawless ‘Clawbacks? " 9

Digital Discovery & e-fovidence 1 (IBNA: Sept. 1, 2009).

Waiver of attorney-client privilege and work-product is addressed
by Federal Rule of Iividence (“Evidence Rule”) 502. This rule
cstablishes a uniform test in the federal courts to address privilege
issues. Rather than review the rule here, sulfice it to say that Evidence
Rule 502 was enacted in an attempt to, among other things, address the
volume of ESI produced in the typical litigation and the cost of pre-
production privilege review. These volume and cost 1ssucs lead to a
number of questions, including (1) what role automated scarches should
play in privilege review, (2) what agreements, 1€ any, should be rcached
with adversarics about privilege review and inadvertent production, (3)
what “informed consent” of the clicnt means in this context, and (4)
what the consequences of inadvertent production in one action may be in

another action in which the producing party 1s involved.

, ‘.I.f).ele.fe.d.: .‘i[
A CASE STUDY ON AUTOMATED SEARCH 7|}
ANINADVERTENT DISCI,OSURE. T o Apdomn

Datel Ioldings Litd. v. Microsoft Corp., 2011 WL 866993 (N.D.

Ca. Mar. 11, 2011), serves as a usctul tool fo think about automated



search and “reasonableness” under Evidence Rule 502, At issuc in this
intellectual property dispute were six documents that were inadvertently
produced by the defendant. Five of the six were part of an email chain
that omitted a “parent” or original email request for Iegal advice that
resulted in the chain. ‘I'he sixth was an email that contained some of the
other five and included the request. The defendant became aware of the
madvertent production during a deposition, at which time attorney-client

privilege and work-product protection was asserted.

Applying Evidence Rule 502(b), the court found that there had snot
been a waiver, First, the production was inadvertent: “although
Defendant’s tcam of lawyers carelully reviewed documents ..., a
computer glitch truncated the documents, removing the portion
conveying the request from counsel to conduct a factual investigation.
‘T'he technical glitch was a mistake, which occurred accidentally and
unintentionally, and prevented Defendant’s tcam of lawyers from
recognizing the privileged natare of the email chain.” Second, the
defendant took reasonable steps to prevent disclosure, “adopting fairly
robust measures.” These included use of an initial screening team, a
uality control team, and a privilcge tcam that was trained and whosc
work was subject to quality control. The court rejected the argument
that, “[1Jnadvertent production of a relatively low proportion of

documents in a large production under a short timetable” was cvidence



of unrcasonableness (the defendant clawed back or asked for the return
of some 221 documentys out of over 119,000). The defendant had used a
computerized processing system which suffered the then-unknown
software failure, again demonstrating reasonableness, Morcover, “given
the scope of production and the unexpected nature of the software glitch,
the fact that the format of the deposition documents gave some
indication that some content had been truncated was not a sufticiently
obvious cluc that any missing material contained privileged matcrial, 5o
no obligation of post-production review was triggered prior to the

o

deposition.” ‘'hird, the defendant took rcasonable steps to rectify the
crror: It interrupted the deposition to assert privilege and then undertook

a review of the production.

Turning to the merits, the court found that only the “parent” in the
chain was protected by the attorney-clicnt privilege and that the

remainder of the chain was not protected by work product.

CASE STUDIES ON INADVERTENT DISCLLOSURE AND
ATTORNEY MISCONDUCT
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Various decisions address inadvertent disclosure. Jeanes-Kemp,
LLCv. Johnson Controls, Inc., 2010 WL 3522028 (S.DD>. Miss. Sept. 1,
2010), is worthy of note because it looks at the interplay of Rule
26(b)(5)(B), Evidence Rule 502(b), and ethical duties. The plaintiff
produced a computer disk containing scanned copies of 1,271
documents. Three attorneys reviewed the documents before production.
After production, defense counsel asked whether the plaintiff intended to
produce fwo documents between the plaintiff and prior counsel. The
plaintiff responded that the production was inadvertent and requested
that the documents be deleted and copies destroyed or retuined. Defense
counsel segregated the documents but also asked the plaintiff to take a
dismissal and threatened to use the documents at depositions. The
plaintiff moved for a protective order, to disqualify defense counsel, and
for sanctions. Citing Rule 26(b)(5)(B), Evidence Rule 502(b), and a
Fifth Circuit decision from 1993, the court found that the plaintiff had
taken reasonable steps to prevent disclosure and that there had not been
a waiver.

The court denied the disqualification motion: “The documents ...
were procured not by defense counsel’s misdeeds, but by a mistake
committed by Plaintiff’s counsel.” On the sanctions motion, the court
found that defense counsel’s use or threatened use of the documents
“flirted with, even if it did not in fact cross, the line of defense counsel’s
ethical obligations.” The court barred the defendant from making any
use of the documents or sharing the documents with others.

Castellano v. Winthrop, 27 S0.3d 134 (Fla. Dist. Ct. App. 2010), is
an example of attorney behavior that goes beyond inadvertence. Here,
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the appeliate court declined to review an order disqualifying the
petitioner’s counsel in profracted litigation over the custody and care of
a child. The petitioner had “illegally obtained” the respondent’s USB
flash drive and then retained counsel, who received, reviewed, and used
the contents of the drive, which included privileged material and work
product. Faced with a demand to return the drive, counsel filed its
contents with the court and turned the drive over to law enforcement.
The appellate court held that, regardless of ancillary relief afforded by
the trial judge, disqualification was appropriate as the petitioner had
obtained an unfair informational and tactical advantage. The appellate
court also reminded “other attorneys facing a similar dilemma” of an
ethical obligation to act in a certain manner on receipt of confidential
materials the attorney knew or should have known had been wrongly
obtained.

CONCLUSION

A competent attorney must consider ethical 1ssues in e-discovery
through a prism of ethical obligations, rules, and precedent, There may
not always be an easy answer to every question but, hopefully, this
article has highlighted some of the ethical issues that an aitorney could
confront in e-discovery or otherwise in the transmission or receipt of

ESL
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PRIVATE INFORMATION, DATA BREACH, AND
THE FIRST AMENDMENT

By

Ronald J. Hedges

Imagine that a bank erroneously sends confidential
information about 1,325 customers to an email account other
that the one it intended to. The holder of the account to
which the information is erronecusly sent does not respond to
the bank’s request for the “return” of the information. The
Internet Service Provider (“ISP”) of the account refuses to
assist the bank in identifying the account holder or securing
the return.

What's the bank to do? If the bank was Rocky Mountain
Bank it filed a civil action for a temporary restraining order
(“TRO”) and injunctive relief against Google, Inc., the iSP.
Rocky Mountain Bank v, Google Inc., Case No. 5:09-CV-04385
{(N.D. Ca.). The issues raised here arise from the nature of the
TRO secured by the bank:



{1) Google and the Gmail Account holder are temporarily enjoined
from accessing, using, or distributing the Confidential Customer
information; '

(2) Google shall immediately deactivate the Gmail Account;

(3) Google shall immediately disclose to Plaintiff and the Court the
status of the Gmail Account, specifically, whether the Gmail Account
is dormant or active, whether the Inadvertent Email was opened or
otherwise manipulated, and in the event that the Gmail Account is
not dormant, the identity and contact information for the Gmail
Account holder.

After the bank secured the TRO, and prior to argument
on the bank’s motion for a preliminary injunction, the bank
and Google entered a settlement (the terms of which are
unknown) and stipulated to a dismissal with prejudice and the
vacating of the TRO. A dismissal order followed.

These facts raise an obvious issue. Assume that the account
holder was the innocent recipient of the confidential
information (which appears to have been the case). Assume
further that the account holder was not a party to the
litigation {which he or she or it was not). Nevertheless, the
account holder’s ability to use the account was interrupted
without any showing of fault or wrongful conduct.



Presumably, Fed. R. Civ. P. 65{d) was inapplicable, as the
TRO bound Google and not the account holder—what rights
did the account holder have? What right shouwl/d the account
holder have had?

Leaving those fascinating questions, other facts directly
implicate the First Amendment. Initially, the bank sought to
file all pleading and other filings under seal. The bank argued
that its customers would learn of the error and would
“unnecessarily cause panic ... and result in a surge of inquiry
from its customers.” The court refused to grant the relief
sought (but allowed the account holder’s email address to be
redacted): “An attempt ... to shield information about an
unauthorized disclosure ... until it can be determined whether
or not that information has been further disclosed and/or
misused does not constitute a compelling reason that
override’s the public common law right of access to court
filings.” However, Google’s report on its compliance with the
TRO (which included personal information on the account
holder) was “lodged” with the court under seal.

After the action had been dismissed a media
organization, Mediapost Communications, moved to
intervene and sought access to the Google report. Google
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objected, contending that the privacy interest of the innocent
account holder outweighed any public interest in disclosure.
The court did not reach the merits but, instead, dismissed on
the ground that the motion was untimely. Mediapost moved
for reconsideration. Although the court rejected Mediapost’s
reliance on case law about access to materials filed rather
those lodged under local practice, the court granted
reconsideration on December 16, 2009 to address, “whether a
third party may intervene in a closed action to require public
disclosure of a document lodged with the Court, and not filed,
pursuant to an order that was vacated prior to the motion for
intervention.” On January 27, 2010, the court allowed
intervention and, on the merits, denied the motion to unseal.
In so doing, the court recognized a fundamental distinction
between lodging and filing. Mediapost filed a notice of appeal
on February 26, 2010.

What might have been made of this “media”
development? First, the court focused on the purported
distinction between lodging and sealing. This raised a direct
First Amendment question. Second, the court did not address
the privacy interest {if any) of the “innocent” as against the
public interest in disclosure.



Mediapost appealed. The Court of Appeals reversed and
remanded. Rocky Mountain Bank v. Google, inc., 2011 WL
1453832 (9" Cir. Apr. 15, 2011).

The court began by restating the existing law: “The usual
rule regarding judicial records and documents is that there is a
strong presumption that the public is entitled to access. ***
Like most presumptions, this one does not delineate an
absolute right, but to overcome it a compelling reason to deny
access must be shown. *** Some exceptions to that general
rule are instances where access is sought to grand jury
transcripts, or to warrant materials while a pre-indictment
investigation is in progress, or to materials which were filed or
produced pursuant to a protective order” (footnotes omitted).

The Court of Appeals did acknowledge that, “there are
some distinctions between filed and lodged documents.”
Nevertheless, “the public’s long-standing right [to access]
cannot be absterged by the simple expedient of having
documents lodged. Here, for example, the report in question
is a quintessential judicial document.” The Court of Appeals
remanded for further proceedings that would address
whether redaction or sealing might be appropriate.



Rocky Mountain Bank affirms the long-standing right of
public access to materials submitted to a court as well as the
need to make specific determinations that could overcome
that right. Plainly, this affirmation recognizes the difficulties
that courts face in balancing the rights of parties, nonparties,

and the press.

May 11, 2011



Ronald J. Hedges

The relationship between an organization’s
information-handling practices and the impact
those practices have on its ability t© respond to
electronic discovery is recognized in the
Electronic Discovery Reference Model (EDRM).
But the EDRM falls short of describing
standards or hest practices that can be applied
10 the complexissues surrounding the creation,
management, and governance of electronic
information. ARMA International’s Generally
Accepted Recordkeeping Principles® and its
Information Governance Maturily Model are
designed specifically to provide a scalable, hroadly

applicable framework o address these {ssues.
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turity Madel (e Model) offersin
approach lo records management
that may be of assistance to any
orgamizalion, privaie or public, in
protecting itself in the uge of in-
furmation assets, complying with
applicable legistative anid reguia-

dates, and designing and fmple-
menting  effective records muanagement
programs. It focses on the internal needs of
organizations, ncuding their obligation to
respand to governmenl investigations and 1o
engage (or be engaged) in litigation. This
white paper looks to the Model i the con-
text of hoth investigations and litigation.

An Overview of Governmeni
Investigations

Tor many organizations, governiment in-
vestigations are a fuct of life. The statutory
and regulatory netiswide and, depending on
the natwre of ant organization, there rmay be
multiple investigations at one time.

The reader should think of a spectrum
i the context of investigations. Qrpaniza-

tions in heavity regulated industries (such as

energy and pharmaceutical) are routinely
subject to government oversight and inquiry,
At the other end of the spectrum may be ar-

ganuizations thet do not routinely dras the at-
tention of elected officials, regulators, or Jaw
erfarcement, Bven at this end, however, in-
quiries iz workplace safety or emaploynent
praciices should not be unexspected.

What lavestigations have i common are
thelr potensial broad sweep and the lack of jo-
dictal intervention to linyit any such sweep, lor
cxanple, in FICw Chureh o Dight Ca, 2010
WIL 4283598 {1202, Qct. 29, 2010}, the court
enforced asubpoena and civil investigative de-
tnacd that called for the production of dacu-
meits and clectronically stoved information
(FSI) fram a Canaclian suhsiciary of Church &
Prwight Co, refated to an antitrust fnvestiga-
tiom of a dontestic market. In doing se, the
court recogrized the broad scope ol ancharity
conferred on the lederal Trade Comnmission
and found ilat the information sought veas of
“reasonablc relevance” to the fnvestigation.
Nothing mere was needed,

Tt another exaraple of the broad defer-
ence given to govermument agencies, fook 1o fn
re Subpoenas, 2000 WT, 841258 (W12, Va, Min.
10, 2010), in which the court found investiga-
tive subpeenas into possible federal viokatons
ansing outof the marketing of a dragand for
related health frand to be “reasonable” under
the Fourth Amendment as the informatien
sought was relevant to the investigation,

VOLUME
Lo

Government mvestigations can require
the production of large volumes of informa-
tion — 1n the form of paper av S0 - and
cotrrls areunlikely (o inlervene in favor of an
orgamization: tawder investigadion, The Model
provides a process that may help an organi-
zatlon orgenize its information assels and re-
spond to nvestigatory demands.

An Qverview of Litigation

An organization must foresee participa-
tion in litigation, be itas a plaintiff) a defen-
dant, or a nonpariy sulject to a subpoena.
Litigation, so defized, may be rare or fre-
quent, Nevertheless, we live in a Ltigious so-
ciety, ‘The Model, once again, provides a
micans by whicl an organization can respond
lo the imperatives of Fiigation, be it pending
or reasonably anticipated.

T anderstand those imperatives, think
again of a spectrun, ustrated for the pur-
poses of this white paper by the Electronic
Discovery Reference Madel (EDRM) shovm
below

The EDRM recopnizes the speclrum of
nformation management in the context of
litigation. Before litigation, an organization
maintains infornuation 1o coroply with Jaws
or regitations and to mect it business needs.

We can define these as “records” This is

Elecironic Discovery Reference Model

Soutcs: EDRM (edrm.nat)
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where records management. beging in the
¢lassic sensc. An organization can - and
should - create, Implement, and evaluate
records retention policies pursuant Lo which
records are kept and, when appropriate,
destroyed,

Wher litigation Degins or is reasonably
foresceable, a duty arises to preserve “relovant
informution,” which goes beyond what the
organizaiion treats as“records” 1o encompass
all media on which rdevant information
may hie recorded, feom the mast fornal re-
port to the board of directors to the most jn-
formal and transitory text message. [f the
information is relevaat to the snbject rmatier
of the dispute, broadly defined, it becormes
subject 1o a lifigation hokl. This hold s im-
posed by law and requires an erganization lo
preserve inforimation that it might otherwise
routinely destray.

Again, what is “relevant” is generally
Troadly defined, at least before adversary
parties agree o narrawing the scope of what
must be preserved or a party sceks judicial
intervention fo narvow the scope, As we will
see, failure to comply with a litigation hald
can, under certain circumstances, have severe
consequences, Sitaply put, the loss of infor-
mation subject to a hold is called spoliation.

After information is preserved, it must
be reviewed, the infornsation may be sulbject
tor disclosure and discovery by other partics,
andd, at some poing, the imformation may
need to be achnitted into evidener, The
ERDM recognizes the spectrum, as does the
“Flow of Litigation” chatt o page 4.

Note, again, the theme of a spectrum:
The litigation hold may be “triggered” at dif-
ferent times for different partics, but the held
runs throughout the course of a given litiga-
tion and acrass various cvents that may
oceur before litigation is comnienced and
even after litigation is conchuded.

Anyresponse o actual or threatened lit-
igation hegins with a records retention pol-
tey, assuming i exists, Once there s a fripger,
an organization impaoses a preliminary hold,
hegins to preserve, aad identifies sourees {or
repasitories) of information that st be
preserved. Nete that there are two constants
that run through litigation:

L. Preservation of information subject to

the hold

2. An ongoing review and refinement of the
hold, as well as the periodic reissuance of
litigation hold notices

Nothing is necessauily static with regard

1o the scape of preservation but, instead, par -
#ies should confer with vegayd to scope and, if
necessary, seek judicial assistance.

» The failure o stop the routine deletion
of information after a hald was lssued
+"The faiture o secure information from
“key players” {employecs having infor-
mation subject to the duty to preserve)
= Tl failure of management to supervise
when delepating searcly efforts to others,

When litigation begins or is reasonably foreseeable,
a duty arises to preserve “relevant information,”
which goes beyond what the organization treats as
“racorts” to encompass all media on which relevant
information may pe recorded ...

Preservation, of course, is not to be seen
in isolation. Once information is prosevved,
the information nmst be reviewed to
determine 1031 1o fact relevant and, if so,
whether the information may be withheld
rom disclosure to other parties by reasoen of]
for exanple, confidentiality ar privilege,

After this review, and perbaps subject to
a protective order under Rule 26(c) of the
Federal Rules of Civil Procedure (BRCE) or
anorwaiver agresment or order under Bule
S02.(d} or {c) of the Tederal Rules of 1vi-
dence, the information should be disclused
in discovery and, perhaps, introduced into
evidence.

The “How of Litigation” chart offers a
concise overview of the various stages of a
civil action n U.S, courts, Remember, this is
Just an overview and thal events—and costs—
nay vary onan action-by-action Dasts,

Naute also that there should come a point
when the dhety fo preserve ceases and an or-
ganization's records retention policies again
control the destruction of information.

What can pro wrang when an organiza-
tion findsitself in litigation? One leading ju-
dicial decision that offers a variety of errors
that can oceur at the earliest stage, that of
the cstablishment and implementation of a
legal hold, is Pensfon Commitice of the Uni-
versity of Montreal Pension Plan v Bane of
Americi v Seeniritfes LLC, 685 B Supp. 2d 456
{S.D.N.Y. 2014). This lengihy decision, au-
thored by United States District Jadge Shira
A, Scheindlin, gives numerous cxamples of
actions by a mumber of plaintifis at led to
the loss of relevant information, ncluding:

* The failure fo issue a wrilten litigation
hald

Schelndlin avalyzed each failure withina
framevork of whether the failure was the re-
suit of gross negligence, negligence, or wiliful
misconduct and imposed appropriste sanc-
tiens, incuding spoliation sanctions, which
alter the ordinary burden of proof in litiga-
gon and aliow juries to presiune missing facts
ar make adverse inferences,

Decisions that cite to and follaw Persion
Conunittes inclade Crown Castle USA Ine v
Lred A Num Carp, 2000 WL 4027750
(W.DNY. Oct. 14, 2010}, in which a dutv to
preserve had heen trigpered when employees
discussed possible insurance daims and an
in-house attorney labeled communications
as belug subject 1o altorney-client privilege
or work product protection,

For a decision that questions the need
for a writtert hold notice in every instance
{suggested by Pension Conmmitiee to be a
grossly neghipent act), see Orbii One Comr-
innmications, Inc. v. Numerex Corp., 2010 WL
4615547 (SDNY, Oct, 26, 2010). The poiut
here is that reading Pension Committee and
other judicial decisions can lead to the devel-
opment of best practices that benels, rather
than hartn, organizations.

The reader showld be aware that the
standards for spoliation vary in different ju-
risdiclions {foderal and state) across the na-
tinn, For examples of these vaviations, see
Victor Stanley, Inc. v Creative Pipe Iur, 2010
U.S, Toist. LEXIS (1. Md. Sept. 9, 2010), af-
firmed aud rejected in part, Civil Action No.
MIG-06-2662 (1D, M, Nov, 1, 2010) and
Rinkus Constlting Gro. v, Cantmarats, 688 8
Supp, 2d 598 (8.1, Tex, 2010),

The reader should also think of sanc-
tions for spolistion in the context of a trilegy

22011 ARMA International, www.arma.org 3
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of the scienter {or state of mind) of the spo-
liator, relevance of the information destroyed
or lost, and prejudice to the party that was de-
prived of the information,

Mere negligence, without a demonstra-
tion that the missing information was rele-
vant or harmed the ability of the requesting
party to conduct the litigation, will seldon
resit inmore than a stap o the wrist,

The smore egregious the conduct, how-
ever, the move ikefy the court will allow a jury
ter presumie that the missing evidence was rel-
cvaut and thet its loss prejudiced the request-
ing party.

But in mast circumstances, all three ele-
mends- -a culpable state of mind, relevance of

Eacuniirl lebw | i P

5“_“3‘“. = - .}ii.g_:(:f;- T

the missing information, and prejudice to the
requesting parly — must be proven for a se-
vere sanelion, such as default judgment or
dismissal of the action, to be imposed.

The dity to preserve can alse have a wide
sweep. Por example, a party may be deemned
to have “pussession, custody, or control”
nnder Rule 34(a) of the FRCP over mforma-
tion held by another entity by reason of con-
tract, Thus, the party raay be reguired to take
steps to preserve and produce that informa-

tion.* See, for example, Goodman v Proxeir

Sery, 632 K Supp, 24 454 {D. ML, 2009) and
binis Arden Golf Chib v, Pitney Bowes, Inc, 629
I Supp, 2d 175 (D, Cala, 2009), two padicial
decisions that reached different conclusions

um:cm; .
Copipwiight 3008 Ronall J Tedlges, Al 1Hghts reserved.

over a party’s “contral” of a consultant under
the facts presented.

As Pension Comnittes and numerons
other decisions Hlustrate, prescrvation has itg
pitfalls, This white paper now returns o the
Moadet and suggests how those pitfals may be
avolded o, at the least, minimized in an or-
ganization’s management of  whatever
“records” may be defined to he.

Applyving the Model to
Litigation and investigations

The Madel speaks of Generally Ac-
cepted Recordkeeping Principles® and, in
cacly, establishies levels that an orpanization
may aspire to and reach” (See page 7 for a

L0rganizations that use Wch bd‘;&‘l’j services o oreate o slore information {& mail, for P‘de|]]e) must cuncsujerthe Iegal FI‘»R“ this pres-
ents in terms of thair ability to locate, sogrepate, maintain inteprity of, and access that information. For guidance, s Gutdeline for Out-
soureing Records Storage to the Cloud, Overland Park, Kansas: ARMA Inlernational, 2010,

Wit wwwarmalordsdosal in see the full GARP? Information Governance Maturity Madel.

4 ©2011 ARMA International, www.arma.org



full description of the principles.} The prin-
ciples ave:

* Acconntability

« Transparency

+ Inlegrity

* Protection

» Compliance

» Availability

* Retention

+ Dispaesition

Within each principle are the levels,

These are:
» Level 1 (Sub-Standard)
* Level 2 {In Development)
+ Level 3 {Bssential)
+ Level 4 {Proactive)
» Level 5 {Transformational)

This white paper will use, as an exam-
ple, the first principle and “fit” the possible
levels of that principle into the investigs-
tions and litigation framewaorks described
above,

The Principle of Compliance

The Principle of Comphiance states that,
“Itihe recordkeeping program shall be con-
striteted to comply with applicable Jaws and
other binding autherities, a3 well as the or-
ganization’s policies”

Level 1 - Sub-Standard

Level 1 is where, among other things,
there is “no clear definition of the records
the organization is abligated to keep” and
“no ceniral oversight and no consistently
defensible position.” Plainly, this level is a
recipe for disaster for any organization that
must respond to an investigation or litiga-
tion,

The organization at level 1 does not
kuow what its vecords are, must respond to
inquiries and demands on an ad hoc basis,
and cannot demaenstrate any rational means
to respend, Under the teaching of Pension
Cominitiee this organization would likely be
found to be grossly negligent should it fail
to preserve {or produce} information.

Level 2— In Development

Atlevel 2, the organization has “identi-
fied therules and regulations that govern its
business and introduced some compliance
policies ... but “[p]olicies are not complete

and there is no apparent or well-defined ac-
countability for compliance)” Moreover, al-
though the organization has some “hold
process,” that process is “not well-integrated
with the organization’s information man-
agement and discovery processes.”

As with level 1, level 215 not a place for

tion system, such as the Joss of data attrib-
table to an auto-delete function or the re-
cvcling of backnp media.

Level 4 - Preactive
Level 4 should bring an orpanization
even more comfort, Among other things,

This feature plainly describes why an organization
might elect to reach tevel 5: “The organization
suffers few or no adverse conseqtiences based on
information governance and compliance failures.”

an organization to be when faced with an
Investigation or litigation, The organization
has tricd, but i Is not yet in compliance with
legal or business requirements, Likewise, al-
though the organization recognizes the duty
to preserve, the organization’s preservation
process is not thorough, Although every or-
ganization must be at level 2 at some point
in its corporate existence, the organization
appears ripe for a finding of, at the Jeast,
neghigence, should it lose information,

Level 3 - Essential

Level 3 finds the organization on safer
ground. Here, again among other things, the
organization bas “identified all relevant
compliance laws and regulations.” The or-
gantzation has “systematically carried out”
Hs creation and “capture” of records, The or-
ganization has a “strong code of business
conduct” and has integrated its Jitigation
held process into “information manage-
ment and discovery pracesses for the ‘most
critical’ systems.”

At level 3, an organization is likely to
smeet its preservation obligattons and, just as
importantly be able to demonstrate to a reg-
ulator or court what it did to preserve, what
it did or did not preserve before a hold went
into effect, and what it can or cannot pro-
duce,

Perhaps more importantly from a risk
management viewpoiat, an organization
that has attained level 3 has a strong argu-
ment that it is entitled to the protection of
FRCP 37(e} {and its equivalent in many
states}, which would shield it from a sane-
tion imposed under the rutes for the unin-
tentional loss of relevant ESI due to the
routine aperation of its electronic informa-

systems have been implemented to “capture
and protect records.” Metadata is avatlable
to “demonstrate and measure comphiance”
‘There are regular audits and training of em-
ployees. Lack of compliance is “remedied
through inplemnentation of defined correc
tive actions.”

All these features are available to an or-
ganization when it must demonstrate to a
court and regulator what it can and cannot
do, and militate in favoy of the coutt or reg-
ulator finding that the organization acted in
good faith and complied with its obligations
in a reasonable and demonstrable manner,

Level 5 - Transforinational

At level 5, “[thhe impaortance of com-
pliance and the role of records and infor-
mation. ..are clearly recognized at the senior
management and board levels” Moreover,
among other things, “{t/he roles and
processes for information management and
discovery are integrated” This feature
plainly describes why an oy ganization might
elect to reach level 5: “The organization suf-

© fers few or no adverse conseguences based

on information governance and compliance
faitures”

The reader should look at each of the
ather principles and {it each level into the
frameworks of government investigations
and htigation, as did this white paper with
the Principle of Compliance,

The Principle of Disposition

"This white paper has applied the Model
to htigation and Investigations and, for il-
tustrative purposcs, focused on the Princi-
ple of Compliance. The white paper is not
intended to minimize the importance of any

#2011 ARMA International, www.arma.ors 5
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ather privciple to a successtul records
managemenl program, However, and
again {or illusivative purpascs only, there
shiould be some reference ta the Principle
of Dispasitien,

This principle states: “An organization
shall provide secure and appropriate dis-

Sccond, the failure to dispose of
recordls simply tnereases the velume of in-
farmation that an organization possesscs,
alang with the possihle need to identify
and process iformation {with hackup
media heing the perfect example) {or fu-
ture investigations or litigation, There ap-

The maturity retlected in level 4 should be of great
benefit to any organization that finds liself entangled
in a government investigation or litigation, either as a
party or a third-person respondent to a subpoena.

position for vecords that are no longer te-
quired to be maintained by applicable laws
and the organization’s potcies”

At level 4, “[dXisposition procedures
are understood by all and are conststently
applied)” and, vital for the purposes of this
whitc paper, “{tihe process for suspending
disposition due to legal holds is defined,
understoad, and used consistently across
the organization.”

The maturily reflected in level 4
should be of great benefit to any organi-
zation that finds itself entangled in 2 gov-
ernment Investigation or litigation, cither
as a party or a third-person respondent to
a subpoena. The organization has in place
systems fo capture and protect informa-
tion, has a well-managed litigation hold
process in place, aid understands the need
to make any [ipation held effective,

Moreover, the organization recog-
nizes that disposition of records is subject
to the duty to preserve and that, once the
duty o longer extsts, disposition becoroes
appropriate subject to any records man-
agement policies, The protection affarded
by Rule 37{c) of the FRCY (sec above)
should also be available to an organization
at level 4.

Why Is disposition hnportant? Fivst,
although information can be an assct, it
cart also bea burden; records management
imposes costs, both in personnel and
other resources, Those costs can be mman-
aged through the creation and enforce-
ment of records retention policies,

pears 1o be no good reason to keep
information that an organization does not
need to keen.,

Conchision

‘When the reader looks at each principle
and level nnder the Model, its apptication to
littgation and investigations should spring to
mind. Sub-standard levels of performance in-
voke the specter of findings of gross negli-
gence or negligence in litigation, Likewisce,
fathures to adequately respond to povernment
investigations can have nothing other than
bad consequences.

Accordingly, this white paper suggests that
a5 organizations engage In cost-benefit analy-
ses to decide which level is appropriate under
each principle, onlylevels 3 and 4 are sufficient
to manage both compliance and business
necds. Level 5, the transformational leve), is, of
eourse, an ideal to aspire 1o, Neveriheless, this
white paper acknowledges the costs inherent
in reachinglevel 5 and acknowledges how dif-
ficult it s to reach that ideal,

Indeed, as the reader looks at the Model
and considers Persion Committee and other
decisions, several conciusions can be drawn:

» As Lhese decisions make dlear, however a
particalar organization chooses which
level and principle to meet, the cost-ben-
cfit analysis must consider, among other
things, the degree 1o which the erpaniva-
tion expects to become uvalved in litiga-
fon or nvestigations and the expense of
establishing or implementing alegal hold
Pprogram.

¢ Any cost-henefit analysis must fnvolve
counsel, whether in-house or relained, Lo
infonn management of the contours of
litlgation and investigations and what or-
gandzations can expect.

'This white paper has explored the inter-
piay between records snanagernent and
litigation or investigations. It advocates ap-
plication. of the Information Governance
Waturity Model from a merped perspactive:
ane that recognizes that the hest records
management policies anficipage the demands
of litigation and bvestigations.

Levels 1 and 2 are not where arganiza-
tions want to be. Levels 3 and 4 ave adequate
for the tasks of preservation and production,
Plainly, level 5 is where every organization
would ke to be, depending on the resources
and keadership available,
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ARMA International’s Generally Accepted Recordkeeping Principles®

: '__”;"@ Records and recordkeeping are inextricably linked with any organized activity.
 As a key resource I the operation of any organivation, records must be creatad,

* orpanized, secured, maintained, and usecd in a way that cffectively supporls the
activily of that organization, including:

» acilitating and sustaining day-to-day operations

» Supporting predictive activities such as budgeting and plahning

= Assisting in answering questions about past decisions and activities

» Demonstrating and documenting compliance with applicable laws, regulalions, and standards

These nceds can be fulfilled only if recordkeeping is an objective activity, insulated from individual and
organizational influence or bias, and measurcd against universally applicable principles. To achieve this
transparency, organizations must adhore to objective records and informalion management standards and
principles, regardless of the type of ordanization, type of activity, or the type, format, or media of the records
themseives. Without adherence to these standards and principles, organizations will have poorly run
operations, legal compliance failures, and - potentially - a mask for improper or illegal activities.

Principle of Accountability
An organization shall assign a senior executive who will oversee a roccordkeeping program and delegate
program respansibility to appropriate individuals, adopt policies and procedures to guide persennel, and
ensure program auditability,

Principle of Integrity
Arccordkeeping program shall be constructed so the records and information gencrated or managed by or Tor
the organization have a reasonable and suitable guarantee of authenticity and reliability.

Principle of Protection
A recordkeeping program shall he constructed to ensure a reasonable level of protection 1o recards and
information that are private, confidential, privileged, secret, or essential to business continuity.

Princinke of Compliance
A recordkeeping program shall be constructed to comply with applicable laws and other binding authoritics,
as well as the organization's policies,

Principle of Availability
An organization shall maintain records in a manner that ensures timely, efficient, and accurate retrieval of
needed information.

Principle of Retention
An organization shall maintain its recerds and information for an appropriate time, taking into account fegal,
regulatory, fiscal, operational, and historical requirements.

Principle of Disposition
An organization shall provide sccure and appropriate disposition for records that are no fonger required to be
maintained by applicable laws and the organization’s policics.

Principle of Transparency
The processes and activities of an organization’s recordkeeping program shall be documented in an
understandable manner and be available to all personnel and appropriate interested parties.
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Until next rules change, 2010 cases set the standard

When it comes to preservation obligations, Judge Scheindlin has drawn the brightest lines.

BY BRAD HARRIS AND RON HEDGES

y now the names are all too familiar,

Pension Comumittee, Rimkus, Victor

Stanley [T and Orbit One. A vaft of
opintons in the U.5. courts throughout
2010 and beyond highlight the uncertainty
and growing risk associated with the
Iack of uniformity around prescrvation
practices in the Information
Age, Not surprising, such lack
of specificity and consistent
direction results in attorneys,
both retained and inside
counscl, being obligated to
perhaps conform to a "lowest”
or “highest”™—depending on
one's perspective—preservation
standard. And an unfortunate
consequence is that some
attorneys and their clients may
fail to act at all out of confusion,
while others overreact and self-

Brad Harris

fmpose wndue burdens. These reactions
only worsen the problem for the legal
community and litigants,

Many commentators agree that
greater uniformity is needed. However,
the best approach may take time to gain
momentum and even longer to gel into
a formal amendment to the Federal
Rules of Civil Procedure or othér laws,

Ron Hedges

Nevertheless, Peitsion Commitiee, together
with Rimkus and Victor Stanley 1, has
begun the debate, This article will look
at the events that have catalyzed the
discussion and how the conversation is
shaping up.

Since electronic discovery came
to prominence with Judge Shira
Scheindlin’s Zubulake v. UBS Warburg
opinions starting in 2003,
the industry focused on the
technical challenges of avoiding
spoliation of electronically
stored information. See
Zubulake v. UBS Warburg, 220
ER.D. 212 {S.B.N.Y. 2003)
(Zubulake IVY and Zubulake v.
UBS Warburg LI1C, 229 RR.D.
423 (SD.NY. 2004) {Zubulake
¥y, Much of the focus until
now has centered on how
to ensure data integrity
during collection, culling and

I CLOH 308!
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production. Yet in overcoming technical
aspects of e-discovery, inany praciftioners
overlooked the procedural aspects
around legal hiolds and preservation. The
outcomnie has been a giowing judicial
intolerance for lackadaisical attitudes and
abject failures in preserving electronic
information.

The bill has come due. Scheindlin
issued Pension Commiitee v. Banc of
America Securities, Amended Order, No.
0S-cv-9016 (S.D.K.Y. Jan. 15, 20103,
in January 2010 and put the spottight
on the preservation aspect of discovery
response. As she noted in her opinion,
this complex securities case did not
fnvolve "any egregious examples
of littgants purposefully destroying
evidence,” making it a more challenging
litigation to adjudicate because it
explores the gray arveas. Her findings
of neglipence and gross negligence for
avoldable preservation failures spurred
the debate, as well as her notion of
relieving the burden on the system by
punishing insufficient practices that slow
the judicial process.

Subsequent opinions in 2010 dealt
with differing sets of facts, yet reinforced
a call to action. Some cases involved
egregious and intentional spoliation
by litigants attempting to conceal
potentially incriminating evidence that
was later recovered. Rimkus Consulting v
Nickie Canunarata, No, 07-cv-00405 {5.D.
Texas Feb. 19, 2010); Victor Stanley Inc, v
Creative Pipe Inc, 2010 WL 3530097 (D,
Md. Sept. 9, 2010) (Victor Stanley IT). Still
others confronted issues of inadvertently
lost data that needed to be evaluated
regayding the degree to which it did or
did not prejudice the opponent’s case.
Orbit One Communications Inc. v. Numerex
Corp.,, 2010 WL 4615547 (SD.N.Y Oct.
26, 2010).

As Judge Paul Grimm noted in Vidor
Stanley I, “[rlecent decisions.. have
generated concern.. regarding the lack
of uniform national standard governing”

preservation and spoliation issues. In
particular, hie acknowledged that the
courts arve struggling with a number of
specific concerns:

« To know when the duty o preserve

 Scheindllin took -
~ greateffortsto -
Iy Wri'te.‘h_'é_:'r, ‘Pensi on
- Cormittes

" opinionina

_ma'ﬁnér{thl\étg__i's fair
and reasonable.

attaches,

» The level of culpability required to
Jjustify sanctions.

« The nature and severity of sanctions,

= The scope of the duty to preserve and
whether it is tempered by proportionalily.

PERFECTION [SN'T THE STANDARD

Scheindlin reiterated in Pemsion
Commitiee that “[clourts cannot and do
not expect that any party can meet a

standard of perfection.” So if perlection
is unaitainable, what should the courts
and litigants cxpect?

Such uncertainty is driving the call for
uniform standards nationally. Among
other things, both state and federal
courts struggle with what might be
called a “trilogy” of relevance, prejudice
and intent:

» Relevance: low can the relevance
of clectronic information be established
when that information no longer exists?

s Prejudice: How can a party show
that it has been prejudiced by the loss of
electronic information?

s Intent: Is negligent loss of
electronic information sufficient for the
imposition of severce sanctions or must
there be some showing of intentiona)
misconduct?

With regard to prejudice, the U.S,
circait courts disagree as to whether
it must be shown: The U.S. courts of
appeals for the 4th and 7th circuits
have found that intentional conduct is
sulficient to presume relevance whereas
negligent or grossly negligent conduct
is mot; the 3th says that presumption
is rebuttable; and in the 2d, opinions
include Magistrate Judge James Prancis’
in Orbit One, which requires presumption
and relevance, as well as Scheindlin’s
in Pension Conpnitiee, which rejects the
“pure heart, empty head” defense,
holding that prejudice wmay be presumed.
With regard to intent, some circuits differ
in the level of intent required before
sanctions are imposed—some requiring
a threshold of bad faith, while others
require intentional or willful conduct
and still others warrant sanctions for
mere negligence.

THE ROAD TO NEW RULES

The dissonance between the various
circuits is building a strong case to update
the Pederal Rules of Civil Procedure,
The momentum has been building
because of the uncertainty counselors
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face in advising clients involved in civil
litigation that has the possibility of
reaching the federal court system. By
default, attorneys are obliged to practice
to the strictest standard {routinely
acknowledged to be articulated by the
findings in Pension Conunittee).

The calls for change started to build
during the Conference on Civil Litigation
held at Duke Law School in May 2010
The Duke Conlerence’s E-Discovery
Panel, which incuded prominent federal
jurists, developed a list of key areas,
According to member Scheindlin, during
a subsequent public discourse, “the
consensus of the panel members was
that there is an acuete need for increased
certainty and predictability in connection
with the accrual, scope, and enforcement
of preservation duties.”

The e-discovery panel discussed a
proposed rule designed to address the
following issucs:

» General and specific triggers for
attachment of the obligation 10 preserve
information, including electronically
stored information.

o The scope of the preservation duty,
including both thue frame and the types
of covered data and data sources.

» The form or format in which
data subject to preservation should be
maintained.

* Limitations and guidance for
determining the individual database
users and data custodians for whom
detatled data must be captured and
preserved.

« Preservation standards applicable to
nonparties.

o Limitations as to the duration of
preservation dutles and their applicabilicy
1o postsuit records and data,

o The contours of a safc harbor {for
organizations using formal litigation hold
procedurcs,

o The extent to which internal
efforts to cnsure and accomplish proper
preservation should be protected as work

product,

« The consequences and related
procedural requirements applicable
in instances of alleged breaches of the
preservation duty.

A group of associations that represent
the defense bar collaborated on a poliey
paper that proposes changes to rules 26
and 34 to kmit the scope of discovery “on
the daims and defenses in the action” as
asserted in pleadings, and to explicitly
invoke the princple of proportionality.

Tn their paper, Lawyers for Civil Justice,
et al,, “Reshaping the Rules of Civil
Trocedure for the 21st Century,” May 2,
2010, the authors reachied the conclusion
that "prescrvation has developed into one
of the most vexing issues affecting civil
litigation in today's federal courts.” All too
often, organizations fear a conundrum
of “damned if you do, damned i you
don’t” when it comes to deciding when
a preservation duty attaches and what
will constitute reasonable and good-faith
preservation cfforts. Clearly, greater darity
and consistency from rules-making bodies
is warranted that will be consistently
applied and proportional in approach, The
group is trying to got away from the costly
process of “discovery about discovery,”
which has risen at an alarming rate,

Another arca of focus is existing
litigation-hold expectations that have
heen created on an ad hoc basis by
the courts. More guidance is required,
including a proposal to permit spoliation
sanctions “only where willful conduct for
the purpose of depriving the other party
of the use of the destroyed evidence
results in actual prejudice to the other
pariies.”

Leading e-discovery expert Maura
Grossman recently wroic that “it seems
fairly obvious at this point that the most
likely conscquence of this inconsistency
and uncertainty i{s that there will be
some changes to the Federal Rules, most
likely to Tederal Rule of Civil Prucedure
37," which covers the failures to make

disclosures and o cooperate in discovery.
Maura Grossman, “Pension Comnittee:
A Catalyst for a Change in the Federal
Rules?,” Pension Committee Revisited:
One Year Later 30 {Zapproved Inc. 2011).

Rules changes will take tme, using
a process designed to ensure changes
are impleniented in a thoughtful and
reasoned manner. Unfortunately, this
buiit-tn lag creates periods when the
practice of law is ahead of the rules-
making hodies. Until then, litigators
should continue to aspire to the
Pension Commiftee standard, including
implementing timely legal holds, taking
steps to ensure that recipients understand
and act appropriately and being actively
engaged in the preservation and
collection processes.

The good news is that, despite the
controversy, Scheindlin took great
efforts to write her opinion in a scholarly
manney that is fair and reasonable when
one gets beyond the “sound bites.” Undil
the Federal Rules of Civil Procedure
can 1ake their place, the brightest lines
remain those that Scheindlin has drawn
for us.

Brad Harris s vice president of legal
products for Zapproved Inc., and has more
than 25 years of experience in the high-
technalogy and enterprise software sectors.
Ren Hedges is principal ar Ronald J. Hedges
LLC. He was appointed in 1986 as a U.S.
niagistrate jidge i the District of New Jersey,
where itz served as the compliance judge
for the Court Mediation Pragran, He is a
member of the Lawvyers Advisory Connniltee,
and both @ member and veporter for the Clvil
Justice Reform Act Advisory Commutiee,
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E-Discovery and Digital Information Management
(Second Edition, 2007)

This authorilative 59-page Glossary is an outgrowth of The Sedona Confercnce Working Group on
Electronic Document Retention and Production {(WG1) and represents the work of its REP+ Group: a panel
of users of clecironic discovery vendor services (two from defense firms, two from plaintil firms, one from
a corporaic law department, and one consultant/attorney) with input from lhe RFP+ Vendor Panel, 2 group
of over 35 clectronic discovery vendors who signed up as members to support this effort in response to an
open invitation, and significant input from the public since the first edition was published in 2005, The goal
is to create a comumon lanpuage to facilitate the process of communication between client and counsel,
between counse! and e-discovery product and service vendors, belween opposing counsel negotiating the
scope and conduct of e-discovery, 1 has also been cited in law review articlcs and by state and federal
courts in ediscovery decisions,

The Glossary defines more than 500 e-discovery terms, from ablate' to zettabyte?, including such
commonly used (and often misused) terns as deletion® and metadata®.
Copyright © 2008, The Sedona Conference”,

Reprinted courtesy of The Sedona Conference®.

The full text of the Glossary is available free for personal use from
The Sedona Conference® web site at www. thesedonaconference.org.

T WES”

' “Ablate: Describes the process by which laser-readable ‘pits’ are burned into the recorded layer of optical discs,
DVD-ROMs and CD-ROMs,”

*«Zettabyte: 1,180,591,620,717,411,303,424 bytes - 10247 (a sextillion bytes). See Byte.”

* “Deletion: Deletion is the process whereby data is removed from active files and other data storage

strichires on computers and rendered inaccessible except through the use of special data recovery tools designed ta
recover deleted data, Delction occurs on several fevels in modern computer systems: (&) File tevel deletion renders the
file inaccessible to the operating system and normal application programs and marks the storage space occupied by the
file’s directory entry and contents as free and available to re-use for data storage, (b)Record level deletion occurs when
a record is rendered inaccessible to a database management system (DBMS) usually marking the record storage space
ag available for re-use hy the DBMS, although in some cases the space is never reused unti] the database is compacted)
and is also characteristic of mmany email systems (¢) Byte level deletion occurs when text or other information is defeted
from the file content (such as the deletion of text from a word processing file); such deletion may render the deleted
data inaccessible to the application intended 10 be used in processing the file, but may not actually remove the data
from the file’s content until a process such as compaction or rewriling of the file causes the deleted data 1o be
overwritten,”

4 “Motadata: Data typically stored electronically that describes characteristics of ESI, found in different places
indifferent forms. Can be supplied by applications, users or the file system. Metadata can describe how, when and by
whom BSI was collected, created, accessed, modified and bhaw it is formatted, Can be altered intentionally or
inadvertently. Certain metadata can be extracted when native files are processed for litigation, Some metadata, such as
file dates and sizes, can easily be scen by users, other metadata can be hidden ar embedded and unavajlable to
computer users who arc not technically adept. Metadata is generally not reproduced in full form when a document is
printed to paper or electronic jmage. See also Application Metadata, Doeunment Metadata, Email Metadata, Embedded
Metadata, File System Metadata, User-Added Mctadata and Vendor-Added Metadata. For a more thorough discussion,
see The Sedona Guidelines: Best Practice Guidelines & Commentary for Managing Information & Records in the
Electronic Age (Second Bdition).”
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The Sedona Conference® Database Principles
Addressing the Preservation of Databases and Database Information in Civil I itigation

The Sedona Confersncd® Database Principler Addressing the Preservation of Databaser and Database Information in Civil Tivigatton is
the latest major publicadon of The Sedona Conference® Working Group on Electronic Document Retention and
Production (WG1) and proposes six Punciples addressing the preservation and production of datubases in clvil
Iitigation. The Commmentaty offets 2 mamber of practical suggestions in an cffort to clarify the obligations of both
requesting and producing patties, and to simplify discovery in matters involving databases and information detived
from databases. The Comunentary is divided into three diserete sections. Following a brief Introduction to databases
and database theory, Section II addresses how The Sedona Principles, which pertains to all forms of BSI, may be applied
to discovery of databases, Secton III proposes new Principles that pertain specifically to databases and provides
commentaty to suppott the recommendations proposed in the Commentary,

Principle 1: Absent a specific showing of need or relevance, a requesting purty is entitled only to database fields
that contain relevant information, not the entite database in which the information resides of the
underlying databasc application or database engine.

Piinciple 2: Due to differences in the way that information fs stored or programmed into a database, not all
information in a database may be equally accessible, and a party’s request for such information nast
be analyzed for relevance and proportionality,

Principle 3 Requesting and responding parties should use empirical informaton, such as that generated from test
queties and pilot profects, to ascettain the burden to produce information stored in databases and to
reach consensus on the scope of discovery,

Principle 41 A responding party must use reasonable measures to validate HEST collected form database systems to
ensute completeness and accuracy of the data acquisition.

Ptitrciple 5: Verifying information that has been correctly exported from 4 larger database or repository is a
separate analysis from establishing the accuracy, authenticity, or admissthility of the substantive
information contained in the data.

Copyright © 2077, The Sedona Conference®,
Reprinted conrtery of The Sedona Conforence®™.

The full texct of thic Conmentary i5 available free for individual downioad from
The Sedona Conference®™ welsite at mww. thesedonaconferescs.org.
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Guidance for Litigators ¢ In-House Counsel

The Sedona Conference” issucd its Cosperation Proclamation in 2008, launching “a coordinated effort
to promaote cooperation by all patties to the discovery process to achieve the pozal of a Gust, speedy,
The intent is “to promote open and forthright

and inexpensive determination of every action.’”

information sharing, dialogue (infernal and external), training, and the development of practical tools
to facilitate cooperative, collaborative, trausparent discovery, 'This Proddwmation challenges the bar to
achicve these goals and refocus litipation toward the substautive resolution of legal disputes,”

The Cooperation Proclamation acknowledged that what is required is a “paradigm shift for the discovery
process” and that The Sedona Conference” envisioned a thiee-part process: (1) awareness (the
Proglamativn itself), (2} commitment {the writing of a Brandeis briefstyle “The Case for Coaperation”
developing a detailed understanding and full articulation of the issues and changes needed 1o obtain
cooperative fact finding, and (3) tools—"“developing and distributing practical “tool kits” to train
and support lawyers ... ia techniques of discovery cooperation, collaboration, and transparency.”

The Sedona Conference™ Cooperation Guidance for Litigators & In-Fuonse Conmiel compsiscs the thicd part of
the three-part process—mpractical toolkits designed for training and supporting Jawyers in techniques
of discovery cooperation, collaboration, and transparency. The separate guidance documents for
litigators and i house counsel are each organized around “cooperation points”-——oppottunitics to
engage in cooperative hehavior in an effort to biing cefficiency and efficacy o the discovery process
allowing more disputes to be resolved on their merits consistent with Federal Rule of Civil
Proceduse 1. A companion document for the Bench—Cosperation Proclamation: Reionrces for ihe
Bemeh s being published contemporancously with these toolkits for connsel.

Copyright © 2011, The Sedona Conference”
Reprinted courtesy of The Sedona Conference®

The full text of this dociment is wvailable free for personad wse from The Sedona Conference®
website at www. thesedonaconference. ofg,
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The Sedona Conference™ Cooperation
Proclamation: Resources for the Judiciary

ke Sedona Conference® issued its Cooperation Proclamation in 2008, launching “a coordinated
effort to promote cooperation by all parties to the discovery process to achieve the goal of a
‘just, speedy, and inexpensive determination of every action.” 'The intent is “to promote open
and forthright information sharing, dialogue (internal and external), trainmg, and the
development of practical tools to facilitate cooperative, collaborative, transparent discovery.
This Proclamation challenges the bar to achieve these goals and refocus litigation toward the
substantive resolution of legal disputes.”

The Cooperation Proclamation acknowledged that what is required is a “paradigm shift for the
discovery process” and that The Sedona Conlercnce® envisioned a three-part process: (1)
awareness (the Proclamation itsclf), (2) commitment (the writing of a Brandeis brief-style “The
Case for Cooperation” developing a detailed understanding and full aruculation of the issues
and changes needed to obtain cooperative factfinding, and (3) tools—“developing and
distributing practical “tool kits” to train and support lawyers ... in techmiques of discovery
cooperation, collaboration, and transparency.”

The Sedona Conference™ Cooperation Proclamation: Resources for the Judiciary is one of thoge
practical “took kits,” designed for training and supporting state and federal judges i
techniques of case management, to foster the goals of Rule 1 of the Federal Rules of Civil
Procedure: the “Just, speedy, and inexpensive” resolution of civil actions. The Resources focus
on the concept of “active” case management by a judge. ITowever, the Resources recognize that,
for various reasons, case management may of necessity be “reactive” rather than “proactive”
and that discovery is intended to be party-, not judge-, driven. The Resources make
recommendations with regard to electronically stored information (ESI) throughout all stapes
of Jitigation, including trial, and include sample orders to assist judges in the management of all
the stages. A companion document for litigators and in-house counsel—Cooperation Guidance

for Litigators & In-Ilouse Counsel--has been published contemporaneously with this toolkit for
the Bench.

Copyright © 20111, The Sedona Conferences.
Reprinted courtesy of The Sedona Conferences.

The fiddl text of the Resources for the Judiciary iy available free for individual download from
The Sedona Conferencesweb site at vnw. thesedonaconference, org,
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The Sedona Conference® Commentary
on Legal Holds: The Trigger & The Process

Information is the lifeblood of the modern world, a Fact that is at the core of our litigation discovery system,
The law has developed rules regarding the manner in which information is fo be treated in connection with
litigalion. One of the principal rules is that whenever litigation is reasonably anticipated, {hreatoned or
pending against an organization that organization has a duly to preserve relevant information. This duty
arises at the peint in time when litigation is reasonably anticipated whether the organization is the initiator
or the target of litigation.

The duty to preserve information includes an oblipation to identify, locate, and maintain, information that is
relevant to specifte, predictable, and identifiable litigation. When preservation of clectronically stored
information (“ESI™) is required, the duty to preserve supersedes rccords management polivies that would
otherwise resuit in the destruction of ESI, A “lepal hold” program defines the processes by which
information is identified, preserved, and maintained when it has been determined that a duly fo prescrve has
arisen,

The basic principle that an organization has a duty to preserve relevant information in antivipation of
litipation is easy to articulate, However, the precise application of that duty can be elusive. Every day,
arganizations apply the basic principle 1o real-world circumstances, confronting the issue of when the
obligation is triggered and, once triggered, what is the scope of the obligation. This 24-page Commentary,
intended to provide puidance on thosc issues, is divided into two parts: The “lrigger” and the “process.”

Part 1 addresses the trigger issue and provides practical guidelines for making a determination as fo when
the duty to preserve relevant information erises, What should be preserved and how the preservation
process should be undertaken including the implementation of legal holds is addressed in Part II. The keys
to addressing these issues are reasonablencsy and good faith, The guidelines are intended to facilitate
reasonable and goaod faith compliance with preservation obligations. The guidelines are meant fo provide
the framework an organization can usc to creale its own preservation procedures., In addition to the
guidelines, suggestions as to best practices are provided along with several illustrations as to how the
guidelincs and best practices might be applied under hypothetical faciual situations,

Guideline 1:  Reasonable anticipation of litigation arises when an organization is on notice of a credible
threat it will become involved in litigation or anticipates taking aclion to initiate litigation,

Guidcline 2:  The adoption and consistent implementation of a policy defining a document retention
decision-making process is one factor that demonstrates reasonableness and good faith in
meeting preservation obligations,

Guideline 3;  The use of established procedures for the reporting of information relating fo & potential
threat of littgation to a responsible decision maker is a factor that demonstrates
reasonableness and good faith in meeting preservation obligations,

Guideline 4:  The determination of whether litigation is reasonably anticipated should be based on good
faith, reasonableness, a reasonable investigation and an evaluation of the relevant facts and
circumstances.

Guideline 5:  Judicial evaluation of a legal hold decision should be based on the good faith and
reasonableness of the decision (including whether a legal hold is necessary and how the
legal hold should be executed) at the time it was made.
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The Sedona Conference” Commentary

on Legal Holds: The Trigger & The Process cont.

Gaideline 6:

Guideline 7:

Guideline #:

Guideline 9:

Guideline 10:

(ruideline 11:

When a tuly to preserve arises, reasonable steps should he taken to identify and presorve
refevant information as soon as is practicable. Depending on the circumstances, a written
legzal hold (including a preservation notice Lo persons likely W have relevant information)
should be jssued.

In determining the scope of infonnation that should be proserved, the nature of the issues
raiscd in the matter, expoerience in similar circunstances and the amount in controversy
are factors that may be considered.
A lepal hold is most effective when it
(a) Identifics the persons who are fikely to have relevant information and
comumunicates a preservalion notice to those persons;
(b} Communicates the preservation notice in a manner that ensures the reeipients
will receive actual, comprehensible and effective notice of the requiternent to
preserve information;
{c) Is in written form;
(d) Cloarly defines what information is 1o be preserved and how the preservation is
to be undertaken;

{e) Is periodically roviewed and, when necessary, reizsued in either its original or an
amended form.

The legal hold policy and process of implementing the legal hold in a speeific case
should bo documented considering that both the policy and the process may be subject o
scrutiny by the opposing party and review by the court,

The itmplementation of a legal hold should be regularly monttored to ensure compliznce.

The legal hold process should include provisions for the release of the hold upon the
termination of the matter at issue.

Copyright © 2008, The Sedona Co r-ﬁfrerrceﬁ _
Reprinted courtesy of The Sedona Conference®

The full text of this Conumeniary is available free for individual download from

The Sedona Conference® web site at www.ihesedonaconference.ovg.
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T'he Sedona Conference” Commentary
on Proportionality in Electronic Discovery

This Commentary discusses the origing of the doctrine of proportionality, provides examples of
its application, and propoeses principles to puide judges, atlomeys, and parties in both federal and
state courts. The Commentary analyses the proportionality considerations found in the Federal
Rules of Civil Procedure, especially the 2006 amendments to Rule 26, designed to guide courts to
in assessing whether “the burden or expense of the proposed discovery oulweighs its likely
benefit, considering the needs of the case, the amount in controversy, the partics’ resources, the
importance of the issues al stake in the action, and the impertance of the discovery in resolving
the issues.” It also discusses the atlention courts have recently been paying to Rule 26(g), which —
in the words of the Civil Rules Advisory Committee i designed to provide “a deterrent to both
excessive discovery and cvasion by imposing a cerlification requirement that obliges cach
attorney to stop and think about the legitimacy of a discovery request, a response thereto, or an
objection.”

The Commentary concludes by proposing and discussing the following “Principles ol
Proportionality:”

Principle t.  The burdens and costs of preservation of potentially relevant information should
be weighed apainst the potential value and unigquencss of the information when
determining the appropriate scope of preservation.

Principle 2.  Discovery should generally be obtained from the most convenient, least
burdensorme, and least expensive sources.

Principle 3. Undue burden, expense, or delay resulting from a party’s action or inaction
should be weighed against that party.

Principle 4. Extrinsic informnation and sampling may assist in the analysis of whether
requested discovery is sufficiently important to warrant the potential burden or
expense of its production.

Principle 3. Nommonctary factors should be considered when evaluating the burdens and
benefits of discovery.

Principle 6. Technolopies to reduce cost and burden should be considered in the
proportionality analysis.

Copyright © 2010, The Sedonu Conference®,
* o " @
Keprinted courtesy of The Sedona Conference™.

The fill text of this Commentary is available fiee for individual download from
o ' I . o .
The Sedona Conference” web site at www. thesedonaconference.arg.
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Ronald J. Hedges introduces “The Flow of Litigation,” and suggests that eclectronic dis-
covery can he managed—and economies realived—Dby using case management tocls autho-
rized by the Federal RRules of Civil Procedure,

Case Management and E-Discovery: Perfect Together?

By Ronain 1 TepGes

eaders of Digital Discavery & e-Bvidenee™ may be
excused if they focus on electronically stored in-
A W formation ("FSIY) and the ins-and-outs of clee-
tronic discovery. Alter all, that is what binds the reader
to the publication.

Nevertheless, electronic discovery must be put in
conlex{, That context, for the purposes of this article, is
the management of all discovery under the Federal
Rules of Civil Procedure, Fed. R. Civ. P. 1 states that the
rules “should be construed and administered Lo secure
the just, speedy, and inexpensive determinalion of eyv-
ery action and proceeding.” Flecironie discovery can be
managed to that end..

The Burdens of Discovery. ““[({]ascs in federsl court
take too long and cost litiganis too much. As a Lonsf‘—
guecnce, proponents of reform argue, some litiganls are
denied access o justice and many liligants incar inap-

Ronuld J. Hedges is o former U. 5. Mogistrate

Judge und the Chair of the Digital Discovery
& e-Fvidence™ Advisory Board,

propriate burdens when they turn to the courts for as-
sistance in resolving disputes.”

Sound familiar? The concern certainly is, but the
yuote comes from “Just, Speedy and Inexpensive? An
Iyaluation of Judicial Case Management Under the
Civil Justice Reform Act,” published by the RAND Tnsti-
tute for Civil Justice in 1596.

Early Commentary. The Civil Justice Reform Act ilsclf
wag enacted in 1990 “to cxplore the causes and delay in
civil litigation,”’ {(The Civil Justice Reform Act, Final Re-
port, Alfernative Proposuls for Reduction of Cast and
Delay Assessment of Principles, Guidelines & Tech-
niques al 1 (Judieial Conference of the Lited States:
May, 1997)).

The RAND Institute undertook an independent evalu-
ation of meuasures undertalten by United States district
courts “[t]o provide an empirical basis for assessing
new procedures adopted under the act’”’ Just, Speedy
aitd frexpensive al 1. This article is not intended to be
a history of the Acl or what the United Stafes courts did
to implement it. However, for our purposes, one conclu-
sion is on point: “[Wlhat judges do to muanage cases
mattars: If early case management and carly selting of
ihe {rial schedule are combined with shortened discoy-

COPYRIGHT #2009 BY THE BURFAL OF NATIOMAL AFFAIRS, INC.

IS5M 1941-3882



ery cutoff, the increase in costs associated with the
former can be offset by the decrease in costs associated
with the Iatter.” Just, Speedy and Inexpensive at 2,

Somewhat ircnically, the Judicial Conference of the
United States {(FJC), in espousing a cost and delay re-
duction plan alfcrnative to that proposed by RAND,
suggested that, “[t]he prudent use of modern telecom-
munications and other electronic technologies has the
potential to save a significant amount of time and cost
in civil litigation.” Final Report at 4,

Applicability to Electronically Stored Information. These
technologies did not address electronic discovery per se
other than to suggest *‘{c]onducting scheduling and dis-
covery conferences by telephone, when appropriate,”
and “using on-line and video telecommunications tech-
nologies to facilitate more eflicient judicial proceed-
ings.” Final Report at 22.

A reader can be forgiven for wondering if the Judicial
Conference had any idca what discovery would encom-
pass within a few years,

Everyone knows, at least anecdotally, that electronic
discovery can be expensive. The RAND Institute has
heen attempting to quantify those costs and has called
for more research on the subject. Everyone knows, at
least anecdotally, that a {or “‘the™) major component of
costs associated with electrenic discovery ig privilege
review, See, Allman, Thomas Y., “Addressing Excessive
Review Costs: The Ephemeral Promise of ‘Quick Peeks'’

and the Need for Proportionate Discovery and Cost
Shifting,” 9 DDEE 5, pp. 142-145 (5/1/09).

What can a federal court do today to manage and,
working with counsel hefore it, minimize those costs?
This article begins a discussion of that management by
focusing on several cost-savings measures.

Stays of Discovery. Unfortunately, some electronic dis-
covery costs must be incurred in the carliest stage of
litigation, indeed, before litigation begins, Many spolia-
tion disputes arise out of a defendant’s failure to pre-
serve relevant ESI when the defendant should have rea-
sonably contemplated litigation against if. See, e.g., D.
I, Kessler and R. D. Owen, "“Outlier or Harbinger? Re-
cent Case Invents New Preservation and Information
Management Duties for Corporation,” 9 DDEE 8, pp.
178-179 (6/1/09).

What is less readily scen, however, are spoliation dis-
putes arising vut of a plaintiff’s failure te do so. Sec,
a.g., Innis Arden Golf Resort Club, Inc. v. Pitney Bowes,
In¢,, 2009 U.S.Dist. LEXIS 43588 (D. Conn. May 21,
2009). A putative plaintiff must, at some point, collect
and review ESI in order to comply with its Rule 11 obli-
gations before filing a pleading and must preserve rel-
evant ESI, just as a defendant must.

Practice Pointers. What can be done tv control costs
of production after these “preliminary’” ESL-related
costs are incurred? There are several opportunities to

The Flow of Litigation ©
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do so, as displayed on the Tlow of Litigation chart!,
above, The chart illustrates the course of typical federal
civil litigation and can be used to locate “firebreaks”
where some cost-savings neasures can be imposed,
Some examples inelude:

(1) When a defendant makes a dispositive motion in
lien of liling an answer, scek a stay of discovery (as-
suming thal a stay is discretionary and not mandated by
law). This may not be a simple matter, For example, Lo-
cal Civil Rule 26(a) of the Eastorn District of Texas pro-
vides: “Absent court order (o the contrary, a party is not
excused from responding (o discovery because thern
are pending molions to dismiss, to remand or to changn
venue.”

(2) If there is no stay, consider whether modification
or suspension of aulomatic disclosures under Rule
26(a) (1) might be appropriate, “Prediscovery disclosure
avoids the cost of unnecessary formal discovery and ac-
celerates the exchange of basic information to plan and
conduct discovery and selflement negotiations, The
judge should administer Rule 26{a){1) to serve these
purposes; disclosure sheuld not place unreasonable or
unnecessary thavdens on the parcties ... " Moreover,
“ltihe scope of disputed issues awd relevant facls ...
may not be safficiently clear from the pleadings (o en-
able partics to make the requisite disclosure.” Manual
for Complex Litigolion {4h) § 11,13 (FIC, 2004}
(Moriad).

Unfortunately, propertionality does not appear to
be utilized often enough either by courts or

parties.

“Staging’’ Discovery, For hetter or for worse, “[{he
general principle governing the scope of discovery
stated in Rule 26 (b) (1) permits discovery of matters, not
privileged, ‘relovanl o the claim or defense of any
parly.” The court has discretion to expand that to ‘any

! Copyright # 2009 Ronald J, Hedgey, All vights reserved.
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malter relevant to the subject matter involved in the ac-
{ion." " Manual, § 11.41.

Plainly, as we all know, discovery under either stan-
dard can be costly. Teaving aside disputes ahoul (he
scope of discovery in a particular action, opportunities
to limit electronic discovery costs include, among olher
things:

(11 Bifurcating discovery between liabilily and dam-
ages, with the latter being sndertaken only after a dis-
positive mation on liability is made and decided,

(2} Focusing discovery o a (or “the’) central issuc
in an action, a8 a precursor to gettlement negotiations.

{3y Agreeing to defer any request for discovery of
EST from zources that may he nol reasonably accessible
under Rule 26() (23 (R} until all requested BSI from "ac-
cesaible” sources has been produced,

Proportionality. Unfortunately, proportionality does
not appear to be utilized often encugh cither by courts
ot parties, For example, “[tihe [Advisory] Commillece
has heen {old repealedly that courts have not imple-
mented these limitations with the vigor that was con-
templated,” GAP Report of Advisory Committee fo 2000
Amendment to Rule 26¢h)(1), 182 F.RID. 340, 390
(2000,

Perhaps such under wtilization is changing. Federal
colrls are using the proportionality rule to control elec-
tronic discavery costs. See, c.f., Spieker v, Quest
Cherokee 110, 2008 WL 4758604 (D, Kan., Oct 30,
2008). However, parties should use Rule 26(h) (2){(C) as
a gulde to limiting—or at least sequencing—electronic
discovery along the lines suggested above.

In the allernalive, parties should be reminded that the
rule allows judges to raise proportionality “on its own,”

A First Step, This article and the illustrative chart that
accompanies {t is intended to open discussion by parties
and judges on the use of active case management (o
conlrol electronic discovery costs. It requires partices to
enguge in serious meet-and-confers under Rule 28(f)
anid to be prepared to think “outside the box.” It also
encourages judges to grapple with clecironic discovery
issues as spon as practicable, Together, judges and par-
ties should craft cost-cffective solutions to the problem
of the costs of ¢lectronic discovery.
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In the July 1 issue of Digital Discovery & e-Evidence®™, Ronald J. Hedges suggested that
active case management (by judges and atlorneys) is the key to controlling cost and delay
that can result from discovery of electronically stored information (ESI), making reference
to motions to dismiss in lieu of answers and reasons to seek stays of discovery rather than
beginning the discovery process. That analysis is supplemented by noting the effect of the
new pleading standards expounded by the United States Supreme Court in Twombly and
Igbal, and the conclusion is reached that even under those cases, parties will likely continue
to incur at least some preservation and collection-related costs before any discovery begins.

An Addendum to “Case Management and E-Discovery: Perfect Together?”

By Romawp J. Hepors anp Maura R, Grossman

ule 8(a) (2} of the Federal Rules of Civil Procedure
R requires that, {o state a claim for relief, a pleading

must contain “a short and plain statement of the
claim showing that the pleader is entilled to relicf.”

In Bell Allantic Corp. v. Twombly, 550 (.5, 544
(2007), and Ashcrofi v. Igbal, 120 5. Ct, 1937 (2009), the
Supreme Court made clear that to slale a claim for re-
lief in any civil action, ““[t]hreadbare recitals of the ele-
menls of a cause of action, supported by mere conclu-
sury statements, do not suffice.” 129 S, Ct, at 1949,
Moreover, “only a complaint thaf staies a plausible
claim for relief survives a motion to dismiss.” 129 S. Ct.
at 1950,

This is not the place te discuss Igbal or Twombly, ex-
cept fo note that those decisions (and those of the lower
courls inferpreting Twombly and--as time passes..-

Igbal) are likely to lead to the filing of more expansive
and fact-sensitive complainis in the United States Dis-
Irict Courts and more disposilive motion practice pursu-
ant to Rule 12(b).

It is important to consider one important facat of both
decisions: management of discovery and the possibility
of cost control through that management is not a sub-
stitute for a pleading that cannot survive a motion to
dismiss. Igbal, 129 5, Ci, at 1953; Twombly, 550 U.5, at
458-600. That being said, what costs related o ESI
should be expected to be incurred even if a Rule 12(b)
motion and a stay of discovery are imposed?

Preservation. First, of course, therve is the cost of pres-
ervation. The common law duty to preserve relevant in-
formation (whether FEST or “paper”) arises when litiga-
lion is reasonably foresecable. That duty plainly encom-
passes information “relevant to any party’s claim or
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defense,” (Rule 26(b)(1)}; it may also extend to infor-
mation “relevant to the subject maller involved in the
action.” Id.

Docs that duty further extend to ESI that might be
“not reasonably accessible” within the meaning of Rule
26()(2) (B}? Can the scope of the duty to preserve infor-
mation be expanded by receipt of a demand letter from
an adversary?

This Addcendum does not scek to answer these ques-
tions but, rather, raises them fo note that EST and other
information muost be identified, pregerved, and some-
times collected once a litigation hotd is “iriggered,” re-
gardless of whether the complaint appears likely to sur-
vive a motion to dismiss.

Rufe 11 Review; Possibility of Repleading. Second, at
lecast some of this information must be reviewed by
counsel in some form or forms, both to satisfy their pro-
fesstonal obligations to their clients and to meet their le-
gal obligations under Rule 11 (b}, This proccss could re-
sult in further costs, as attorneys might be required to
review additional information to meet the Twombly and
Igbal pleading standards.

Moreover, further costs may be imposed when par-
ties with a deficient pleading avail lthemselves of the
right to replead once under Rule 15{a)(1)(A), or are
given leave to do so. Thus, some ESI-related costs will
be incurred in any event,

Plainly, disposilive motion practice at the onset of a
civil action has the possibility of greatly reducing elec-
tronic discovery costs. However, certain costs will inevi-
tably result and, should a complaint survive a motion lo
dismiss, we submif that the cooperative process im-
poscd by Rule 26 () and active case management should
be able to manage those litigation costs.

Preference for State Cowrt? Given the new, heightened
pleading standards, will putative plaintiffs elect to go
into staie, rather ihan federal, courts if they have an op-
tion to do so? Several commeniators have suggested
that state courts may treat electronic discovery in a
“less onerous” manner and al a “slower pace.” M, R,
Pennington & R. J. Campbell, “The Class Action Fair-
ness Act and the New Federal e-Discovery Rules: To Re-
move or Not to Remove?” The Federal Lawyer 48 (Feb.
2009).

This seems [ike an impirobable “solution’” to the cost
and delay of electronic discovery, since states inay have
e-discovery rules that are more siringent in certain re-
spects than the amended Fed. R. Civ, P. (see, e.g,, the
lreatment of information that is “not reasonably acces-
sible” under the newly-enacted Csalifornia Electronic
Discovery Act).

This discussion of recent Supreme Couwrt develop-
menis involving the earliest stages of civil litigation
dernonsirates that while not a panacea, the heightened
standards involving the initial pleadings may pose new
opportunities to reduce the cost and delay that can arise
from electronic discovery,

]

Ronald J, Hedges iz a former U. S, Magis-
trate Judge and the Chair of the Digital Discov-
ery & e-Evidence™ Advisory Board. Maura R.
Gressman is Counsel at ‘Wachtell, Lipton,
Rosen & Katz. The views expressed are solely
those of the authors, and should not be attrib-
uted to Ms. Grossman’s firm or its clients.
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Ronald J. Itedges and Jeane A, Thomag provide commentary on the recent Supreme

Court ruling on the appealability of orders relating to attorney-client privilege and its impii-

catlions for e-discovery.

Mohawk Industries and E-Discovery

By Rovarp J. Hipers ann Jeanr AL Taoaas

0 Mohawhk Industries Inc. v. Corpenter, 2009 WL
E AR73276 (Sup. Ct. Dec. §, 2009}, the LS. Supremec

Court addressed “whether disclosure orders advarse
to the attorney-clien! privilege qualify for mmediate ap-
peal under the collateral order doctrine.” *3. What are
the implications of the cowt’s answer to that question
for discovery in general and discovery of electronically
stored information in particular?

The Facts. The relevant facts are straipghtforeard.
Norman Carpenter was employed by Mohawk Indus-
trics. Allegedly, Carpenter advised Mohawk that it was
cruploying illegal aliens, Unknown to Carpenter, Mo-
hawlk was cmbroiled in class action litigation where

——

Ronold 1. Hedges is a special master, arbitra-
tor, und mediator specializing n e-discovery
arud privilege issues, He served as a Uniled
States Mugistrate Judge in the District of New
Jersey from 1986 to 2007 and is the current
chair of the Digital Discovery & e-Evidence®
Advisory Board.

Jfeane A Thomas is @« Member of the Wash-
tnglon, D.C law firm Crowell & Moring LIP,
where she practices in the areas of Antitrust
and Trade Regulation, Class Aclions, Health
Care, E-Discovery and Informalion Man-
agement, Plaintiff’s Recovery, and Life Sci-
ences. She recently joined the Digilal Discov-
ery & e-Lvidence®™ Advisory Board.

that allegation was central, Refusing lo recant bis testi-
mony afler a meeting with Mohawk’s class action coun-
sel, Carpenter was {ired.

Meanwhile, the class action plaintiffs pursued discov-
ery based on Carpenter’s allegalion. In defense, Mo-
hawl revealed the “irue facly’” about Carpentor’s dis-
charge,

In his wrongful discharge action, Carpenter sought
information ahout the meeting with class counsel and
Mohawlk’s decision o discharge Carpenter. Mohawk
refused to provide the information, arguing it was pra-
tected by the altorney-client privilege.

The district court found that the information sought
by Carpenter was privileged, but that Mohawk had
walved the privilege by its conduct in the class action.
The court stayed its ruling to give Mohawk an opportu-
nity to scek appellate review,

The Elevenih Clreuit Cowrt of Appeals rejected Mo-
hawlk's mandamus petilion and dismissed its nolice of
appeal, concluding that the district court’s order was
not immediately appealable as a “collateral order” un-
der Cohen v. Beneficin! Industrial Loun Corp, 337 1.5,
541 (1949).

The Suprenic Court granted certiorari to resolve a
circuit split on the “availability of collateral appeals in
the altorney-client privilege context.” *4 footnote omit-
tedy.

Collateral Order Poctrinie. Writing for the court, Justice
Sotomayor held that the collaterul order doctrine was
unavailable, Cohen represents an exception Lo the final-
ity rule of 28 U.5.C. Sec. 1291, and that exception is an
exiremely narrow one to the overriding policy against
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piecemeal appeals and encroaching on the prerogatives
of district courts.

Justice Sotomayor stressed that “{he justification for
immediate appeal must therefore be sufficiently strong
to overcome the usual benefits of deferring appeal until
litigalion concludes,” Absent an important guestion
apart from the merits and the inadequacy of post judg-
ment review, Cohen is inapplicable. Moreover, in ad-
dressing the applicability of Cohen, an entire class of
claims must be considered, rather than an individual
one.

Privilege No Bifferent? Importantly for our purposes,
Justice Sotomayor tejected Mohawid’s argument that
the privilege waiver order in issue was distinct from
“run-of-the-mill discovery orders,” although she recog-
nized the importance of the attorney-client privilege. *6,
In so doing, she denied the existence of any discernible
chill on the exercise of the privilege, concluding that
“clients and counsel are unlikely to focus on the remote
prospect of an erronecus disclosure order, let alone on
the iiming of a possible appeal.” *7.

Rppropriate Remedies. What remedies, then, did the
court deem adequate? “‘Appellate courts can remedy
the improper disclosure of privileged material in the
same way they remedy a host of other erronecus evi-
denfiary rulings: by vacating the judgment and remand-
ing for a new trial in which the protected material and
its fruits are excluded from evidence.”

Alternatively, an aggrieved party (such as Mohawl)
can (1) seek certification of an interlocutory discovery
order pursuant to 28 U.S.C. Sec. 1292(b): (2) seek man-
damus review; (3) defy the order and incuy sanctions,
which would be subject to post judgment review; or (4)
defy the waiver order, be held in contempt, and (argu-
ably) seek immediate review of the contempt citation,
*HG-T

These are, of course, hardly appealing avenucs. Mo-
hawk itself was a victim of the discretionary nature of
the appellaie decision te deny a mandamus petition.
And what attorney can comfortably advise ifs client to
incur sanctions or be held in contempt in the expecta-

tion that an appcllate court will reverse a district court’s
exercise of its discretion?

Impiications. Where does Mohawk Industries leave
attorneys and clients who must deal with the conse-
quences of digcovery orders? Several avenues that
might afford some protection merit consideration:

8 First, when a discovery order compels the disclo-
sure of sensitive material, the disclosing party could
geel a protective order under Fed, R, Civ. P. 26(c) to
limit the scope of the disclosure to parties,

a Second, when the order is premised on the inten-
tional disclosure of otherwise privileged material, the
disclosing party could do its utmost to limif the scope of
waiver pursuant to Fed. R. Evid. 502(a).

m Third, and again when the order compels the dis-
closure of otherwise privileged materials, the producing
party could seek a nonwaiver order under Fed, R. Evid.
502(d).

Of course, these avenues are premised on a district
court’s willingness to extend some tevel of protection Lo
materials which the courl has already decided are en-
titled to none.

An frony. One final comment on Mohawle Industries
is in order: Justice Sotomayer commented on “legisla-
tion designating rulemaking, ‘net expansion by court
decision,” as the preferred means for determining
whether and when prejudgment orders should be im-
mediately available,” and wrote eloquently of the “im-
portant virtues” of the rulemaking process under the
Rules Enabling Act. *9 (quoting Wil v. Hollock, 548
1.5, 345, 350 (2006)).

This is ironic, coming, as it does, from the court that
some contend has reinterpreted well-established law on
the sulficiency of pleadings and bypassed the rulemalk-
ing process in its reinterpretation of Fed. R. Civ, P.
8@)(2). (See Ashcroft v. Ighal, U. S.,, No. 07-1015,
5/18/09; 702 DDEEU, 7/8/09.)

Mohawhk Industries is not about e-discovery per se.
However, it is a cautionary tale for those who seek to
challenge any interlocutory—and discretionary—
discovery order,

Trull fext of Mohawk Indusiries Inc. v, Carpenter
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Shortly after the U.S. Supreme Court handed down its decision in Mohawk Indus. Inc. v.
Carpenter, Ronald J. Hedges and Jeane A. Thomas provided commentary on ifs implica-

tions for e-discovery. In this follow-up article, they review how some jurisdictions have ap-

plied the case to date.

Mohawi Industries and E-Discovery: An Update

By Rownarpk J. Hepcrs anp JEant A, THoMAS

n Mohawhk Industries Inc. v. Carpenter, 130 Sup., Ct.
I 599, 2009 U.S. Lexis 8942 ( Dec, 8, 2009), the U.5.

Supreme Court addressed “whether disclosure or-
ders adverse to the attornoy-client privilege qualify for
immediate appeal under the collateral order doctrine.”
'The implications of the court’s answer to that question
for discovery in general and discovery of electronically
stored information (ESI in particular are becoming
clearer as additional circuits confront the issues.

Bachkground, ‘The relevant facts are straightforward.
Norman Carpenter was employed by Mohawk Indus-
tries. Alegedly, Carpenter advised Mohawk that it was
employing illegal aliens. Unknown to Carpenter, Mo-
hawk was embroiled in class action litigation where

that allegation was ceniral. Refusing to vecant his testi-
mony after a meeting with Mohawlk’s class action coun-
sel, Carpenter wag fired.

Meanwhile, the class aclion plaintiffs pursued discov-
ery based on Carpenter’s allegation. In defense, Mo-
hawlk revealed the “true facts” about Carpenter’s dis-
charge.

The district court found that the information sought
by Carpenter was privileged, but that Mohawk had
waived the privilege by its conduct in the class action,
The court stayed its ruling to give Mohawlk an opportu-
nity to seek appellate review.

The Eleventh Circuit Cowrt of Appeals rejected Mo-
hawld’s mandamus petition and disinissed its notice of
appeal, concluding that the district court’s order was
not immediatcly appealable as a “collateral order” un-
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der Cohen v, Beneficiul Industriol Loan Corp., 337 U.S.
541 (1948). .

Writing for the court, Justice Sonia Solomayor held
that the colluteral order doclrine was unavailable, She
explained Cohen represents an exception to the finality
rule of 28 U.S.C. Sce. 1281, and thaf exception i an ox-
tremely narrow one to the overriding policy against
piccemeal appeals and encroaching on the prerogatives
of district courts.

Impurlantly fov our purposes, Sotomayor rejected
Mohawlk's argunent thal the privilege waiver order at
issuc was disiinet from "“run-of-the-mill discovery or-
ders,” aithough she recopnized the importance of the
aftorney-clitent privilege. In so doing, site denied the ex-
istence of any discernible chill on the exercise of the
privilege, concluding that "clienis and counsel are un-
lilcely to focus on the remote prospect of an erroncous
disclosure order, let alone on the timing of a possible
appeal,”

Post-Mohawk Clreuit Decisions: Ninth Civenit, A quick,
non-exhaustive survey of decisions rendered after JTunu-
ary 2010 indicates that several Coutls of Appeals have
considered the impact of Mohawfz Industries.

In Perry v. Schwarzenegger, 541 F.3d 1147 (8th Cir,
Lec, 11, 2009), the grant granted a mandamus petition
and directed the district court to issue a protective or-
der to prevent discouraging the exercise of TFirst
Amendrment “associational righis.” Noling that, afler
Muohowlk Industries, it 15 uncerfain whether the collat-
eral order doeirine applics to discovery orders denying
claims of First Amendment privilege,” the Ninth Circuit
relied on mandamus to review the lower courls rulings
compelling the production of infernal campaign com-
rmunications.

In Hernandez v. Tanninen, 604 F.3d 1095 (Oth Cir,
May 12, 2016}, another Ninth Circuit panel recognized
that , “[IThe reasoning of Mohawlk, which climinated
collaleral order jurisdiction on appeals of disclosure o1-
ders adverse to the atlorney-client privilege, applics
likewise to appeals of disclosure orders adverse to the
attorney work product privilege.” The panel granted
mandamus relicf, having, inler alia, reviewed the dis-
trict court’s finding of a blankcet walver of privilege and
work product and having concluded that such a waiver
was “‘clear error.”’ See In re United States, 590 F.3d
1304 (Fed. Cie, Dee, 30, 2009) {citing to Mohawk Indus-
tries and denying mandamus relicf sought by [Inited
States to challenge trial court order compelling discov-
ery of communications befween Usndted States and ils
atforneys on ground of fiduciary exception to privilege).

Fourth Circuit. Our informal research identified other
appellate decisions worthy of nole, including United
States v, Myers, 593 F.3d 338 (4th Cir. Jan, 28, 2010). In
Myers, an atinrmey appealed from a civil contempt or-
der cntered afler she failed (o produce certain items in
responsc to grand jury subpnenas. Applying Mohawhk
Indusiries, the Fourth Circuit concluded that the collat-
eral order doctrine was not available as a jurisdictional
ground: “Fven though Myers {the attorney] has ap-
pealed a civil contempt order arising from a discovery
order rather than the underlying discovery order itself,

Mohawlke clearly controls our decision.” The cowrt nofed
that the “avenues” of appeal available to the atforney:
she could sesk interlecutory relief under 28 U.S.C. Sec.
1292(0), recuest mandamus relief, incur sanctions un-
der Fed. R, Civ. I 370 (2}, vr be held in eriminal con-
tompt.

Second Circuit. Finally, meation should be made of In
re Zyprexa Prod, Liability Litig., 594 F.3d 113 (2d Cir.
Feb, 3, 2010) (per curiam). At issue was whelher an at-
tormey could appeal district court orders that corapelled
the attormey lo comply with compensailion prolocols
and enjoined himn from making disbursenients from a
setifement fund. The Second Cireuit hield that it did not
have jurisdiction under 28 15,0, See. 1292(a)(1), as the
injunction in issue did not “give or aid in giving sub-
stantive relief.” A majorily of the panel also declined to
use the extraordinary nmieans of an advisory manda-
mus aorder” to address the protocols established by the
district judge in this MDI, proceeding.

Earlier Guidance 5till Obtains. o (he post-Mohawhk -
dustries cases [eave attorneys and clienls who must
deal with the conscquences of discovery orders with
any new avenues of potential relief? The approaches
that we originally suggested conlinue to merit consider-
alion:

a First, when a discovery order compels the disclo-
sure of sensitive material, the disclosing parly could
seelk a protective order under Fed, R, Civ, P, 26(c) 1o
Hmit the scope of the disclosure o parties.

@ Second, when the order is premised on the inten-
tional disclosure of otherwise privileged material, the
disclosing parly could do ils utmost to limit the scope of
waiver pursuant to Fed. R, Evid. 502{a).

m Third, and again when the order compels the dis-
closure of otherwise privileged materials, the producing
party could seck a nonwaiver order under Fed, R, Evid,
502(d).

Of course, these avenues are premised on a distriet
court’s willingness to extend some level of protection to
materials which the cowrt has already decided are en-
titled to nune.

Ronald .J. Hedges is a special master, arbiira-
tor, and mediator specializing in e-discovery
and privilege issues., He served as a United
States Magistrate Judyge in the District of New
Jersey from 1988 to 2007 and is the curreni
chair of the Digital Discovery & e-Fvidence'®
Advisory Board.

Jeane A, Thomas is a Member of the Wash-
ington, D.C. law livm Crowell & Morving LLP,
where she practices in the areas of Antifrust
and U'rade Regulation, Class Actions, Health
Care, E-Discovery and Information Manuge-
ment, Plaintif{’s Recovery, and Life Scicnces.
She is also a member of the Digital Piscovery
& c-Evidence®® Advisory Board,
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A means to communicate disputes to federal judges for early resolution

By Ronald J. Hedges

ime for a pop quiz. Can you name
Tthc most important of the so-cailed

“c-discovery” amendments to the
Federal Rules of Civil Procedure adopted
in 20067 Candidutes include, among oth-
ers, Rule 26(b)(2)(B), which introduced
the concept of “‘not reasonably accessible”
electronically stored information (“ESI™),
Rule 26(b)(5)(B), which cstablished & uni-
form procedure among the United States
district courts to assert claims of inad-
vertent production, Rule 34(b), which
addressed form of production of ESI, and
Rule 37(e), which purported to create a
“safe harbor” from sanctions for less of
EST under certain circumstances.

The correct answer: Rule 26(f), which
expanded con the concept of “meet and
confer” to include ESI.

Rule 26(f) first appeared in 1980. At
that time, it was intended to deter abuse
of the discovery process: “[Clounsel who
has attempted without success to effect
with opposing counsel a reasonable pro-
gram or plan for discovery is entitled (o
the assistance of the coutt.” See Advisory
Committee Note to 1980 Amendment of
Rule 26(f). The procedure envisioned by
this first incarnation of the rule was used
only sparingly, See Advisory Committee

Hedger is an attorney in Hackensack,
He served as a United States Magistrate
Juege in the District of New Jersey from
1986 ro 2007.

Note lo 1993 Amendment of Rule 26(f).

In 1993, Rule 26() was amended to,
more or less, ils current form. The 1993
amendinent provided that, unless excrapt-
ed by local rule or order, parlies meet in
person, diseuss specific maifers, and sub-
mit their discovery proposals to the court.
The 1993 amendment went hand-in-hand
with the “greater need for early judicial
involvement to consider the scope and
timing of the disclosure requirements of
Rule 26(a} and the presumplive limits on
discovery fmposed under these ruley [the
Federal Rules of Civil Procedure] or by
local rules.” The 1993 amendment paral-
leled the amendment of Rule 16, which
was intended to “highlight the court’s
powers regarding the discovery process.”

The year 2000 saw the elimination of
the “In person” requirement:

“There are important benefits to face-
to-face discussion of the topics to be cov-
ered in the conference, and those benefits
may be lost if other means of confer-
ring were routinely used when face-to-
face meetings would not impose burdens.
Nevertheless, geographic conditions ...
may exact costs far out of proportion to
these benefits”” See Advisory Commitice
Note to 2000 Amendment of Rule 26(0)].

The year 2000 also saw, in general
lerms, the elimination of local exemp-
tion from the Rule 26(f) process. Since
2000, Rule 26(f} aud its duty to “meet-
and-confer” has become a cornerstone
of the federal civil lifigation proccss,
{Parenthetically, Rule 37{a}{(1} imposes an
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analogous duty before discovery motions
may be made.)

In 2006, Rule 26(f) was again amend-
ed, s time to highlight the need for
parties to consider electronic discovery.
Issues added for discussion at the meet-
and-confer were disclosure or discovery
ol ESI, including form of production; and
claims of privilege or work product pro-
iection, including reaching agreement on
nonwaiver and incorporating such agree-
metts in ovders.

Rule 26(t) has been “supplernented”
by local rules that themselves address
electronic discovery. The lLocal Civil
Rules of the District of New Jersey exem-
plify this supplementation. For example,
Local Civil Rule 26,1(d)3) requires par-
ties to consider, among other things, resto-
ration of data and cost-bearing, The scope
of this local rule is dwarfed by those of
other United States districl courts, some
of which might be decmed to impose
onerous obligations on parties, See, c.g.,
R.J. Hedges, “Discovery of Electronically
Stored Information: Surveying the l.egal
Landscape” at 24 (BNA: 2007).

Why is Rule 26{f) — as supple-
mented by local rule — the most 1mpor-
tant e-discovery rule? Quite simply, it
gives the parties an opportunity to reach
agreement on the “contours” of the civil
litigation in which they are engaged and,
just as importantly, agree on what they
disagree about and present their dispules
for early judicial resolution, perhaps even
at the Rule 16(b) initial scheduling con-
ference. Unfortunately, “[a]ll too often,
attorneys view their obligation o “meet
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and confer” ... as a perfunctory exercise.
When EST is invelved, judges should insist
ihat a meaningful Rule 26(f) conference
take place and that a meaningful discovery
plan be submitted” See B.J, Rothstein,
R.J. Hedges, & E.C. Wigging, “Managing
Discovery of Electronic Information: A
Pocket Guide for Judges” at 4 (Federal
Tudicial Center: 2007). Indeed, & United
States Magistrate Judge well-known for
his writings on e-discovery once cautioned
pariics that he would require them e con-
duct a meet-and-confer in his presence
if they counld not “play nice” and attemnpt
to resolve a dispute between themselves,
Peskoff v. Faber, 244 FR.D. 54 (D.D.C,
2008),

What, in the world of electronic dis-
covery, can attorneys atterpt to agree on at
the meet-and-confer? Malters include:

« the definition of relevant EST;

« the scope (both “temporal” and
“geographic”) of preservation of
relevant ESI;

+ the identification of the custodi-
ans of relevant EST;

» the manner in which relevant
EST will be collected,

= the mamer in which relevant
ES1 will be proceseed;

* the scarch methodolosy 1o be
employed in processing;

= the form in which refevant EST is
to be produced;

* the use of sp-called “clawback”
or “quick peek” agreements,

* the use of nonwaiver orders
under Rule 502 of the lederal
Rules of Cvidence should the pre-
siding judge entertain such orders
in a given litigation;

» cost sharing; and

* the admigsibility of BESI on
motions and at trial.

Reaching agreement on these and
related matters — or securing early judi-
cial reschution of disagreement on any
malicr — will cnable parties to sequence or
phase discovery, reduce the cost and defay
associated with motion practice {especially
in the District of New Jersey, where mag-
istrate judges entertain informal discovery
applications), and secure the prompt reso-
lution of litigation.

It should also be recognized that, In
any complex civil litigation, but especially
one where large volumes of ESI may be
implicated, the Rule 26{(f) meet-and-con-
fer may be an iterative process. In other
words, a single session may be inadequate,
Partics may nced to do “homework™ to
answer questions posed aud may need (o
reconyene at a later date to continue the
meet-and-confer process. Moreover, sue-
cessful meel-and-confers may, in appropri-
ate circumstances, require the presence of
consullants to assist in understanding, for
example, what search methodologies may
do. All this is not intended to discourage
patiies or counsel. Instead, the nature of
the Rule 26(} conference should be under-
stood from the cutset.

Rule 1 of the Federal Rules of Civil
Procedure states that, “[t]hey should be
construed and administered o secure the

just, speedy, and inexpensive determina-
tion of every action and proceeding.” If that
is 5o, how has (he bench and bar come to
the point where civil litigation, especially
complex civil litigation, is often perceived
as mired in cost and delay associated with
electronic discovery? There is no simple
answer. The cost associated with privilege
review is often cited, So-called “satellite
discovery,” which sees parties doing battle
abont the procedures used (o conduct dis-
covery rather than enguging in “merits”
discovery, is also cited, as are well-publi-
cized decisions which impose sanction on
parties for spoliation of evidence.

Perbaps it comes down to who we are.
Wa are trained to be advocates. Advocacy
breeds adversity. Or does it?

“Lawyers have twin duties of loyalty:
While they are retained to be zealous
advocates for their clients, they bear a
professional obligation to conduct dis-
covery in & diligent and candid manner.
Their combined duty is to strive in the
best interests of their clients to achieve
the best results at a reasonable cost,
with integrity and candor as officers of
the court. Cooperation does not conflict
with the advancement of their clients’
interests —- it enhances it. Only when
lawyers confuse advocacy with adver-
sarial conduct do these (win dutics of
loyalty present a conflict.” [The Scdona
Conference Cooperation Proclamation at
| (The Sedona Conference; 2008).3

‘Where does this leave us? Cooperation
and advocacy are complementary and are
the central features of the American sys-
tem of civil justice. Rule 26(f}, in essence,
“squares the circle” between the two. Rule
26(f) encourages pariies to reach agree-
ment when warranted and also recognizes
that, parties will not always do so. It pro-
vides a means to communicate disputes to
federal judges for early resolution. This
balancing of the duties of counsel to their
clients, their adversaries, and the courts is
central to cost-effective and prompt reso-
Jution of civil litigation.
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